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“In For a Penny, In For a Pound” 
Implications of  Post-Cold War Changes in  
U.S. Citizens’ Motivations  for Espionage  

By William Leigh 

Introduction  

 
Espionage is ostensibly the second oldest profession in existence, and joined at the hip to the human 
condition: spies’ abilities to persuade and deceive, coupled with their efficiency in accessing and 
transmitting relevant information to their handlers have saved untold lives, and correspondingly  
wrought incalculable damage upon their adversaries.  It is not an understatement to profess that  
espionage, while at times obscure and nuanced in technical application, produces deeply tangible  
impacts upon societies at the strategic level.  It should not come as a surprise that the spotting,  
assessment, development, and recruitment of spies by governments (and private sector entities) 
against their competitors receives considerable investment in terms of time and resources.  
 
This paper is not intended to discuss the act of spying, per se; rather, it is directed towards under-
standing the motivations (or justifications masquerading as professed motivations) of individuals who 
have committed espionage in prior generations, and how the motivations of the newer generation of 
people who commit espionage may differ.  For the sake of clarity, this paper will extensively refer-
ence PERSEREC’s 2015 study regarding spies who were successfully detected, apprehended, and pros-
ecuted for espionage.  Building off of the 2015 PERSEREC study’s generational demographics and 
motivations for committing espionage, this paper will attempt to provide further discussion related 
to important “so what?” questions about the implications of the PERSEREC data as it relates to U.S. 
citizens’ motivations for spying.  
   
This paper will also offer further supporting evidence to the 2015 PERSEREC study’s findings that, 
while money continues to be the largest, most statistically relevant motivator across generations from 
1947 to 2015 (Herbig, 2017), ideological and ego-driven motivations are a growing factor for those who 
engage in espionage following the end of the Cold War.  According to Terrence Thompson, Ph.D., 
the impetus to commit espionage is rarely monolithic in its motivation, but rather a decision influ-
enced by a number of compounding factors (Thompson 2009).  Correspondingly, divided loyalties, 
ingratiation, perceptions of allegiance, and perceptions of relative control are beginning to play ever-
growing roles in motivating individuals to commit espionage (Herbig, 2017; Thompson, 2009, 2014, 
2018).  
   
Throughout the course of the discussion there are opportunities for significant confusion; this paper 
will therefore focus on providing definitions to specific phenomena—at times substantially narrow-
ing the breadth of discussion within examples given to a narrow-enough breadth to avoid confusion.  
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This paper will also discuss motivations for spying within two cohorts: those who committed espio-
nage during the Cold War, and those who committed espionage following the end of the Cold War.  
In conclusion, this paper will provide a high-level overview of the strategic implications for the Unit-
ed States vis-à-vis the growing trend.  
 
In truth, such a discussion will not even begin to provide a definitive or authoritative perspective on 
why U.S. citizens commit espionage; however, it may serve an additional purpose in offering a wider 
perspective to the 2015 PERSEREC report’s hypothesis that there appears to be a growing paradigm 
shift away from the “classic” motivators of espionage during the Cold War towards a complementary 
set of motivators that may be more difficult for CI practices to mitigate.  
 
Out of respect, it is important to note the gravity of the subject of discussion:  for every individual 
that engages in clandestine activities, they commit themselves—wittingly or unwittingly—to be “in 
for a penny, in for a pound.”  The same is true for those who commit espionage and especially so for 
those who knowingly betray those who entrust them with secrets: for the rest of their lives, they will 
be pursued by those whose secrets they disclosed and whose trust they violated.  So why then, if espi-
onage is such a serious and reprehensible crime, is the United States experiencing an uptick in certain 
types of cases of spying today as compared to during the Cold War?  This question will likely unearth 
more uncomfortable realities to the IC than it will bring definitive guidance in their mitigation.  
  
As a pretext for further discussion and analysis, it is imperative to address issues found within the 
2015 PERSEREC study’s methodological approach:  The PERSEREC data spans a period of 68 years, 
over which time 209 persons were charged with committing espionage (Herbig 2015).  This number 
represents, at face value, only the individuals who were caught, and does not take into account the 
changes in the types of resources leveraged by CI professionals to bring them to justice, nor the fluc-
tuation in the amount of resources (budgetary or otherwise) available to CI professionals over the 68-
year period.  In this way, the PERSEREC study’s numeric data commits an error prevalent in social 
science research based on comparisons between ethnographic accounts recorded at different time 
periods. Each account is, metaphorically speaking, akin to a still photograph of the environment, a 
moment of near-infinite complexity that is captured within the confines of its preservation method.  
While such wider-scale contextual data may be difficult to integrate into a report, it would be ex-
tremely useful in providing valuable situational color in parallel with the existing dataset. 
  
Additionally, the 2015 PERSEREC dataset is based on information that is acquired through what the 
United States Government chooses to provide to PERSEREC following spies’ arrests and confessions, 
which PERSEREC then chooses to release into an unclassified environment.  The importance is two-
fold: it is central to understanding that the PERSEREC data is inherently less accurate due to how 
the PERSEREC dataset derives spies’ motivations for committing espionage through what the spies 
confessed were their motivations for spying—after they were caught and placed into an adversarial 
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environment to elicit a confession. This factor alone questions the credibility of spies ’ motivations for 
committing espionage as portrayed in the PERSEREC study as being genuine, with their professed moti-
vations possibly being closer in reality to a justification of their actions as weighed against more or less 
severe familial, moral, and judicial penalties.  It also forces readers of the PERSEREC study to recognize 
an unavoidable truth: all forward-looking insights derived from the PERSEREC data are limited in 
scope, and are based on the analysis of prior events as witnessed against the backdrop of unprecedented 
global and technological change (Weinbaum et Al. 2016; Olson 2019).  
 
    

Methodology 

The 2015 PERSEREC study’s dataset is an extraordinarily rich resource - in certain cases too much so for 
the confines of this paper.  In an attempt to preserve relative clarity, this paper will not distinguish be-
tween the study’s breakdown of espionage cases between classic, foreign agent, and export control, and 
will instead address espionage as a whole, given that the author acknowledges that “the predominance of 
classic espionage in the 209 cases is apparent” (Herbig 2017, 67), and, even though there are nuanced 
differentiations when compared with other types of espionage, classic espionage remains a generationally 
consistent phenomenon (Ibid, 67).  The author chooses to treat all cases discussed within the confines of 
this paper as “classic espionage” cases, justifying abstracting the data into a macro-group by offering that, 
regardless of the type of espionage committed, it is still substantially similar to espionage in the classical  
sense within the Definition of Terms, and is still immensely damaging to the United States under any 
name.  To quote J. Patrick Rowan, former Deputy Assistant Attorney General in the National Security 
Division of the Department of Justice:  
 

“As you know, the clandestine intelligence collection activities of foreign nations in-
clude not only traditional Cold War style efforts to obtain military secrets, but in-
creasingly, sophisticated operations to obtain trade secrets, intellectual property, 
and technologies controlled for export for international security reasons.  Accord-
ingly, these activities and others implicate a wide array of Federal criminal statutes.  
But no matter what form of espionage is being used, or which statutes are impli-
cated, there is one common denominator: our national security is always at 
stake” (Rowan, quoted in Herbig 2017, 68).  

 
This paper will also rely on case studies of spies to provide examples of generational changes between 
Cold War and post-Cold War spies.  While the PERSEREC study delineates motivations for espionage 
and breaks them down into a number of categories (Herbig 2017, 48-49), this study will combine the cat-
egories into three macro-groups:  money, ideology, and ego-driven motivations.  Such a recategorization 
is the author’s attempt to streamline the PERSEREC study’s datasets into an instrument that allows dis-
cussion of a perceived paradigm shift from Cold War to post-Cold War motivations for spying. 
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A number of case studies of spies who committed espionage against the United States, as well as those 
who committed espionage on behalf of the United States, will also be presented within the paper to illus-
trate how Cold War and post-Cold War espionage amongst citizens (American and foreign) has changed, 
and while this paper is primarily concerned with U.S. citizens who commit espionage against the United 
States, the motivations of citizens who have chosen to spy for the United States throughout history are 
also pertinent to discussing their counterparts working for America’s adversaries.  In this manner, this 
paper hopes to encourage critical discussion regarding a wider set of motivations as indicators – not only 
of who may be deemed at risk for recruitment by a foreign intelligence or security service, but also of 
how such factors might be identified and mitigated within the current and future workforce.  
    

Definitions  

Perhaps the most cumbersome task when discussing such a topic is agreeing upon standardized terminol-
ogy. As prominent intelligence community member Michelle Van Cleave notes, “Across the profession, 
there are vast differences in understanding what counterintelligence means, and how it is done, and even 
the basic terminology it employs” (Van Cleave 2008, quoted in Redmond, 539).  Van Cleave’s words are 
especially relevant regarding many terms and definitions found within the IC; undoubtedly, many IC 
professionals have inadvertently “talked past” each other due to differences in terminology.  Within the 
scope of this paper, the author will attempt to precisely define key terms within the context of the dis-
cussion.  
  
Counterintelligence  

Different countries’ intelligence services define the scope and breadth of counterintelligence in different 
manners:  In the eyes of the United States government, CI is defined as “information gathered and activi-
ties conducted to identify, deceive, exploit, disrupt, or protect against espionage, other intelligence activ-
ities, sabotage or assassination conducted for or on behalf of foreign powers, organizations or persons or 
their agents, or international terrorist organizations or activities” (Executive Order 12333, quoted in Red-
mond 2010, 537).  For other nations, particularly Great Britain, counterintelligence also includes counter-
subversion and “protection of national security against threats from espionage, terrorism and sabotage 
from the activities of foreign powers and from activities intended to overthrow or undermine parliamen-
tary democracy by political industrial or violent means” (British Security Service Act of 1989, quoted in 
Redmond 2010, 537).  To further complicate a definition of CI, some professionals divide CI into tactical 
and strategic subcategories, wherein CI operations are addressed vis-à-vis different levels of national se-
curity policy objectives and agency mission sets (Van Cleave, 2007).  Within the confines of this paper, CI 
will be limited to discussion without specific distinction between tactical and strategic CI and will rely 
on the definition found in Executive Order 12333.  
  
Espionage  

Equally germane to the CI discussion is the definition of espionage, as one cannot grasp the importance 
of CI activities without a clear understanding of what in fact constitutes espionage. COL (USA Ret.)  
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Reagan offers a number of definitions within the “Terms & Definitions of Interest for CI Professionals.” 
However, one particular definition from William R. Johnson stands out: “Espionage is the theft of infor-
mation in contravention of another nation’s laws by a person known as an ‘agent.’ This act of theft may 
be direct, as in the secret copying of a classified document, or the indirect, as in hiding of an eavesdrop-
ping device, or merely oral, but is done by an agent and it breaks either a foreign law or the internal reg-
ulation of an alien organization” (Johnson 1976, quoted in Reagan 2014, 131).  While there is a multitude 
of definitions—including the legal definition of Espionage underneath the Espionage Act of 1917—within 
the context of this paper, the definition of espionage will focus on those who choose to operate as agents 
of a nation and steal information in violation of the relevant nation’s laws.  These agents’ actions are tac-
tical in nature, but the implications of their actions are strategic in that the information that they illicitly 
convey to their handlers, when used by a foreign nation, may effect wide-scale change on a much wider 
scope.  Such an example can be found within the defection of Edward Lee Howard to the KGB, whose 
betrayal of the United States caused substantial damage to American espionage efforts within the Soviet 
Union, particularly within active operations in Moscow (Hoffman 2015).   
  
Counterespionage  

Counterespionage is “the offensive, or aggressive, side of counterintelligence. It involves the identifica-
tion of a specific adversary and a knowledge of the specific operation he is conducting. Counterespionage 
personnel must then attempt to counter these operations by infiltrating the hostile service (called pene-
tration) and through various forms of manipulation. Ideally, the thrust of the hostile operation is turned 
back against the enemy” (Senate Report # 94-755 Book I 1976, 166, quoted in Reagan 2014, 55).  CE fol-
lows the identification of espionage activity by CI, and, in certain cases, can be leveraged to incredible 
advantage by CI and intelligence services.  An exemplary case of CE work can be found within the story 
of Operation SOLO, where the FBI sustained a successful penetration of the Soviet Union for nearly 
thirty years (Barron 1996).  
  
Money    

As defined herein, the term will encompass a number of different components involving finance, includ-
ing debt and acquisitiveness.  In his 2009 book, Why Espionage Happens, Thompson provides a detailed 
analysis of money as a motivator in that “need and greed”, at least on the surface, drive money as a moti-
vator for espionage (Thompson 2009, 10).  Money is, in practice, relevant in that appearing to possess ma-
terial wealth is also associated with success within certain cultures:  
  

“While most deny that money is a primary manifestation of success, it surely is.  In 
fact, it may not be money per se that is so important but the relativity of wages 
that is most important... What was noteworthy is that people whose incomes were 
higher than average tended to report higher levels of happiness (Scitovsky, 1986) … 
money is inextricably and unfortunately tied to our notion of self-worth and suc-
cess—at least self worth for the externally motivated worker” (Lindgren, 1991) 
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(Thompson 2009, 22-23).  

 
Within the confines of the money definition, the author will attempt to reconcile the complexity of 
“money as a motivator” with a definition that delineates between individuals who received a form of 
monetary compensation for espionage-related activities, and those who did not, outside of receiving 
nominal financial support to finance the logistical aspects of their espionage activities. The author 
acknowledges that money can also be expressed by other means, such as through non-monetary logistical 
support, but chooses within the confines of this paper to avoid combining the two within a definition.  
  
Ideology  

Ideology, similarly to money, requires careful definition to avoid confusion.  In concert with the 2015  
PERSEREC report, this paper will combine ideological motivation and divided loyalties into the same 
category.1  Thompson notes that “During the Cold War, ideological espionage motivation was relatively 
easy to define; either you identified with Communism and the Eastern Bloc, or your loyalty lay with 
democratic capitalism and the West” (Thompson 2009, 199).  To this end, ideology and loyalty appear to 
be complementary, intertwined factors, especially when juxtaposed against the background of interper-
sonal relationships which remain the backbone of successful HUMINT operations.  Thompson also iden-
tifies the importance of ingratiation as it relates to ideological motivations and the powerful subtext that 
ingratiation can elicit from an individual in the form of perceived obligation (Ibid, 211).  These factors, 
when manipulated, serve to create and reinforce ideological priorities and loyalty at micro and macro 
levels, hence the amalgamation of the two for the sake of discussion within the paper.  
 
Ego  

Ego, as defined within the confines of this paper, also combines several motivational categories in the 
2015 PERSEREC report.  Recognition as a motivation for espionage falls underneath ego, as:  
  

“Recognition refers here to a desire to be recognized and rewarded for one’s ac-
complishments or talents... Recognition does have elements of a motive labeled in 
typical discussions of espionage as ‘ego,’ since recognition involves gratifying the 
sense of self, but recognition is a more specific idea and better captures how this 
motive plays out in recent espionage-related offenses: as ambition for advance-
ment in job or career, or striving to exert more influence and make more of a mark 
in the world” (Herbig 2017, 59). 

 
In this capacity, recognition and ego appear to serve the same end-state for the spy, self-advancement in 
a manner that is advantageous to the spy. For similar reasons, it is also important to conjoin the 2015 
PERSEREC report’s definition of helping and ingratiation underneath the blanket term of “ego:” 

1Within the 2015 PERSEREC report, there is some confusion regarding the terms of “ideology” and “divided loyalties”, as 

in certain cases they are used interchangeably, and are not explicitly separated as motivations within the report data; 

they are instead combined underneath the term “divided loyalties”.  
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“In addition to the theme of spying to help another country or cause from divided 
loyalties, and spying to help in order to ingratiate oneself with someone, there is 
often a personal exchange of helping in an espionage case. When a spy offers or is 
recruited to supply information, typically the recruiter becomes the spy’s first han-
dler and serves as his or her link to the consumer of the information.  The role of 
handler is a demanding and delicate one, requiring management of the spy’s anxi-
eties, responding to crises that may interrupt the smooth course of the espionage, 
and encouraging the spy to continue in a perilous activity. Because he or she is in a 
vulnerable position, the spy becomes dependent on the handler and may want to 
help him or her in return for care and protection” (Herbig 2017, 60-61). 

 
Other subcategories that will be combined under ego are disgruntlement and a desire for revenge, which, 
while significant motivators as identified on their own, also play contributory factors within cases of in-
dividuals who commit espionage, such as in the case of Edward Lee Howard (Barron 1996) or Jeffery 
Charlton (Herbig 2017, 27).  Thompson provides ample reason, from a strategic viewpoint, to treat the 
definition of ego as a more holistic term that is culturally defined,2 rather than a unidimensional term as 
defined within the 2015 PERSEREC study.  For the sake of this paper’s discussion, ego is more accurately 
described as a motivator of espionage related to stimuli that influence “a group of functions that enable 
us to perceive, reason, make judgments, store knowledge, and solve problems. [The ego] has been called 
the executive agency of the personality, [wherein the ego’s] many functions enable us to modify our in-
stinctual impulses (the id), make compromises with demands of the superego (conscience, ideals), and in 
general deal rationally and effectively with reality” (N 2018). 
   
Justification and Motivation  

Justification and motivation are nuanced terms as they relate to the 2015 PERSEREC report, and are in-
tertwined terms due to how the PERSEREC report data utilizes only openly published data stemming 
from the PERSEREC Database.  While the database itself is restricted FOUO, information derived from 
the database is allowed to circulate unrestricted to a public audience via the PERSEREC reports. 
(Herbig 2017, v).  
 
Neither term should be confused with the other. However, within the context of the PERSEREC report, 
motivation should, albeit begrudgingly, be understood to encompass the definition of justification, unless 
specifically stated otherwise.  This paper’s analysis will differentiate between the two, with emphasis  
placed on motivation stemming from what can be derived from unambiguous evidence not related to 
 
2Thompson’s chapter on anger in Why Espionage Happens is particularly pertinent, wherein he describes how Far Eastern 

cultures perceive anger as “a loss of control and a loss of face” (Thompson 2009, 99).  Equally, his mention of psychosocial 

tension and its effects on an individual point to how such tensions might be relative to what an individual perceives as 

important to them internally, and also within their greater social environment.  
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anecdotes3; even this definition is inadequate though, as motivations are rarely clearly defined, and are a 
product of investigative analysis that is itself subject to implicit bias. 
 
Justification, on the other hand, is not to be confused with motivation: justifications, as noted regarding 
the PERSEREC dataset, are intrinsically biased statements from the apprehended spy: “Once caught, 
spies tend to justify their actions to themselves and to others. They see their own past intentions and the 
pressures that may have affected their behavior in a changed and often generous light. For some individu-
als however, their retrospective justifications are the only available evidence about their mo-
tives” (Herbig 2017, 44).  Thompson’s firsthand experience grants validity to such a differentiation, as he 
states in 2018:   
 

“I can attest to the existence of the urge to declare one’s motivation as ideological; 
it purifies the espionage and places the spy on the highest moral plane—as juxta-
posed against the lowest moral plane, where most spies are perceived. The spy (or 
mass leaker) perceives himself/herself as a hero fighting the elements of an oppres-
sive bureaucracy in a singular battle for truth. The problem is that these are usually 
empty words” (Thompson, 2018, 122). 

 
Due to the unavoidable ambiguity, justification and motivation are unfortunately joined at the hip with-
in the context of the 2015 PERSEREC study’s methodology for classifying motivations (Herbig 2017, 44).  
Within the confines of this paper, justification will specifically refer to the elicited motives within the 
confessions of caught spies, unless otherwise noted.  Motivation will align more broadly to the 2015 
PERSEREC report’s usage insofar as the report classifies different motivations within the report’s cate-
gories.  This paper will not make use of the report’s “sole motive” and “primary among multiple motive” 
 

3Such a discussion is admittedly complicated, as the concept of motivation within discussions of espionage cases often 

relies on information provided within the apprehended spy’s interrogation and confession.  It is also difficult to standard-

ize criteria to define motivations without the presence of the caught spy’s input, although a case can be made that, espe-

cially in instances involving monetary compensation in exchange for committing espionage, such criteria are relatively 

straightforward indicators: an individual who possesses a combination of debt, sustained acquisitiveness, or financial 

transactions that are not consistent with their relative income level paints a far more concrete picture as to their motiva-

tion than what they may admit to during a confession, where they may attempt to “save face” rather than admit their 

true motivation.   

 

It should also be noted that, conversely, the absence of monetary compensation does not create definitive proof that 

someone was ideologically motivated to commit espionage.  

 

Unfortunately, the 2015 PERSEREC report does not provide granular data related to each spy’s motivations as classified 

within the report; this is an area of weakness that, if addressed in future reports, would provide a bountiful resource by 

which further analysis could be conducted on the PERSEREC data.  Such information would be particularly useful regard-

ing the newest cohort of spies.  
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categories, outside of one reference within the post-Cold War section discussing ego4, as it is a subjective 
bias that is admitted by Herbig within the report itself (Ibid, 44-49).  
 
 

Cold War Motivations  

  
Money  

According to the 2015 PERSEREC study, money was the prime motivator for espionage during the Cold 
War: 
 

“Money has been the strongest motive for espionage by Americans. In the first co-
hort, 44% of persons had a strong motive to spy for money. This predominance in-
creased during the 1980s when 63% of persons in the cohort held money as their 
strong motive. The 1980s earned the label “decade of the spy,” because of the ap-
parent flood of cases of espionage by Americans who were spying for mon-
ey” (Lentz, 1985; Molotsky, 1985; Brock, 1987). 

“Commentators expressed concern about a decline in American values when, dur-
ing a Cold War, so many more young people were willing to betray their country’s 
secrets for money” (Lentz, 1985) (Herbig 2017, 46). 

 
Money, in relation to either “greed or need” (Thompson 2009), was a driving factor behind a number of 
espionage cases during the Cold War, but most notably the cases of Aldrich Ames and Robert Hanssen.  
Ames ostensibly turned to espionage to satisfy a “need” to pay off debt (Herbig 2017, 53). However, he 
was paid over $2.7 million during the course of his espionage career by the Soviet Union, and then Russia 
(Olson 2019, 96).  In the case of Robert Hanssen, the Soviet Union and Russia paid him over $600,000 for 
his betrayal, but a number of CI professionals believe that Hanssen’s motivations were not purely mone-
tary (Olson 2019; Thompson 2014). As mentioned earlier, “money” as a motivator for espionage is often a 
superficial factor, with the benefits that money may confer (perceived social status or outward appear-
ance of “success”) as more concrete, underlying motivations (Thompson 2014, 61-62).   
  
It bears mentioning that, at least in the cases of Ames and Hanssen, the motivation of spying for money 
out of necessity (the “need”) became a motivation to spy out of self-interest (the “greed”); in such a way, 
money was no longer the only motivation, but rather a conduit by which to satisfy other personal imbal-
ances more closely defined with ego-driven espionage.  In the case of Hanssen, fear of failure and his per-

4This particular reference is in response to a phenomenon between the two datasets showing that, while recognition as a 

motivator in the post-Cold War cohort increases substantially when weighed against all motivators on Table 10 (Herbig 

2017, 49), when the same motivator is compared across the same timeframe as a “sole, or strong, motivation”, the 

amount of cases is zero (Herbig 2017, 47).  Additionally, when compared in the same manner, “divided loyalties” as a mo-

tivation remains a significant motivation, whereas “disgruntlement” and “ingratiation” drop precipitously.   
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ceived inability to be “successful” to the degree that he believed that he should have been were significant 
motivating factors present in his choice to commit espionage (Thompson 2014, 62).  In other cases, such 
as the John Walker spy ring, money was, at least according to the findings of the investigation, the domi-
nating motivator.  
 
Walker is portrayed as the archetype of money-motivated spies; author Pete Early makes the astute 
judgement that, in the Walker case, “‘Most criminals whom I have met as a journalist seemed to have 
some code of moral conduct, however twisted...John didn’t.... He was totally without principle’’ (Earley 
1988, 450, quoted in Thompson 2014, 59).   Even here, however, although Walker did not exhibit a code of 
moral conduct, he did attempt to justify his actions through what Thompson labels 
“victimization” (Thompson 2009): when asked why he committed espionage, he [Walker] replied by stat-
ing “‘I’m not the one with the problem, man. It’s society that’s all f—up. How can you not see 
that?’’ (Earley 1988, 447, quoted in Thompson 2014, 59).  To the author, while Walker’s justification is 
likely not a credible motivator, it does highlight two underlying issues in espionage cases: the importance 
of recognizing the nuanced difference between motivation and justification, and also the complex role 
that money plays as it relates to espionage cases.  
  
Ideology  

At face value, purely ideologically motivated spies during the Cold War were relatively few, with the no-
table exception of two cases:  Ana Montes, and Gwendolyn and Walter Kendall Myers, who were success-
fully controlled over a span of decades by Cuba’s DGI.  Even then, the concept of a spy motivated solely 
by allegiance to an overarching ideology is, at best, overly simplistic.  The 2015 PERSEREC study notes 
“that divided loyalties has been the second most important motive in two of the three cohorts, the first 
and the third, but by including secondary and tertiary motives in this table, disgruntlement emerges for 
the first two cohorts as equally predominant with divided loyalties” (Herbig 2017, 54).  Such a distinction 
is of paramount importance, as in the case of Ana Montes: while she was “the classic spy of conviction... I 
am not sure she would have ever been caught if she had kept her mouth shut...  Moreover, Montes was so 
eager to please her Cuban handlers that she gradually inserted herself as an agent of influence in the U.S. 
intelligence community to try to shape U.S. government attitudes toward Cuba” (Olson 2019, 138).  For 
Montes, while ideological motivations may have been the largest factor for her espionage activities, it 
would also be foolish to ignore other components, such as her justification:  
  

“Ana Montes explained at her sentencing in 2002, noting that “I felt morally obli-
gated to help the island defend itself from our efforts to impose our values and 
political system on it” (Golden, 2002). Individuals acting on divided loyalties reject 
the exclusive commitment of allegiance, and often claim they were above the petty 
demands of allegiance to a single nation. By helping another country, they imag-
ined they were climbing onto a higher moral plane of international coopera-
tion” (Herbig 2017, 59). 
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Whether or not such a justification, especially at the time of her sentencing, could be construed to show 
that Montes was also motivated by ego-driven reasons to commit espionage is subject to further investi-
gation, especially when contrasted with examinations of the most recent ideologically-motivated cohort 
of spies.  
 
Gwendolyn and Walter Kendall Myers, two spies for the Cuban DGI who provided intelligence for near-
ly three decades, are another case of ideologically-motivated spies.  Their betrayal of the United States  
also converges with espionage traits that can be classified underneath ego as a motivation, especially  
given Kendall Myers’ history of crisis within his life (Harnden 2009; Herbig 2017).  Also of interest is the 
relationship between the Myers’ espionage activities and that of self-fulfillment and justification:  
 

“At the end, Kendall and Gwen Myers seemed to want to stop spying so they could 
spend more time together and ensure they’d stay out of jail. But at the same time, 
spying gave them a shared purpose. As Kendall put it to Hector: ‘We really have 
missed you. And you, speaking collectively, have been a really important part of 
our lives, and we have felt incomplete . . . and the people and the team are just 
important in our lives. So we don’t want to fall out of contact again”’ (Harnden 
2009). 

 
Regardless of Montes’ and the Myers’ classification as ideologically-motivated spies, there appears to be 
an important, ego-driven factor in both cases by which each convicted spy sought fulfillment or gratifica-
tion.  For Montes and for the Myers, ego-driven justifications of spying for the DGI are masked by the 
justification of an ideological position; in both cases, the position of the defendants’ taking of a higher 
moral ground is expressed in the defendants’ statements during sentencing (Herbig 2017).  
  
Ego  

Ego presents itself endemically throughout cases of espionage.  The 2015 PERSEREC report notes that  
“divided loyalties has been the second most important motive in two of the three cohorts, the first and 
the third, but by including secondary and tertiary motives in this table [Table 10], disgruntlement emerg-
es for the first two cohorts as equally predominant with divided loyalties” (Herbig 2017, 54). When paired 
with “ingratiation” as a motivator, however, the percentages of espionage cases that involve these two 
factors increases dramatically by cohort to 23% between 1947-1979, 26% between 1980-1989, and 31% be-
tween 1990-2015.  If “recognition” as a motive is included along with “disgruntlement” and “ingratiation,” 
the percentages increase to 25% between 1947-1979, 31% between 1980-1989, and 44% between 1990-2015.  
If we are to believe the PERSEREC study’s findings and trust the accuracy of its data, a clear trend 
emerges to favor further investigation of ego-driven espionage.  
 
Ego-driven espionage—particularly espionage motivated by disgruntlement and revenge—has a history of 
causing substantial damage: in the case of Edward Lee Howard, a number of issues coalesced around a 
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deep feeling of disgruntlement and desire for revenge.  Olson reinforces this sentiment directly, stating 
that “I wish we had sent CIA officer Edward Lee Howard to a turkey farm instead of summarily firing 
him when he bombed his polygraph just before he was to get on a plane for his Moscow assignment.  Our 
abrupt termination of Howard caused him to leave with a seething rage against the agency, which ulti-
mately became an overpowering desire for revenge.  We paid the price” (Olson 2019, 81).  Howard’s be-
trayal cost the United States valuable HUMINT and SIGINT operations within the Soviet Union, and 
directly contributed to the disappearance of Adolf Tolkachev (Hoffman 2015).  
   
In retrospect, Howard’s descent into espionage is hardly surprising given that he experienced multiple 
ego-damaging crises and harbored extreme resentment.  From Howard’s perspective, the CIA had de-
stroyed his career, left his family jobless while his wife was pregnant, and offered them little assistance in 
picking up the pieces.  Even less surprising given the circumstances are Howard’s drunken calls to the 
Soviet consulate in Washington, DC offering to sell information for $60,000 (Hoffman 2015, 269).     
Howard was compensated by the Soviets for his betrayal and successfully defected to the Soviet Union 
via Helsinki, Finland, in 1986.  
 
Michael Walker, the son of John Walker Jr. and a member of the Walker spy ring, is another example of 
ego-driven espionage, albeit from the perspective of an individual whose primary motivation appears to 
have been ingratiation by way of earning his father’s affection (Thompson 2009, 210-211).  Roderick   
Ramsay, who belonged to the Conrad spy ring, also attempted to ingratiate himself to his superior, re-
tired U.S. Army Sergeant Clyde Conrad (Herbig & Wiskoff 2002).  In the case of Ramsay, drug use and 
an eventual dependency on money to continue a drug habit were factors that Conrad exploited to identi-
fy Ramsay (and others) as suitable for recruitment for espionage and continue to exploit them as agents 
(Ibid, 54; Thompson 2009, 211).  
 
Recognition, while underneath the umbrella of “ego”, has begun to emerge as a more widely cited moti-
vator for espionage, particularly in relation to post-Cold War espionage cases.  While recognition- 
motivated espionage is only indicated in a total of seven cases from 1947-1989, further investigation of the 
concept of money as a means of recognition should be pursued.  In Why Espionage Happens, Thompson 
makes a differentiation between an individual’s ability to earn enough money to “survive” in terms of be-
ing able to purchase what one requires to live, and what one requires for their own psychosocial survival 
(Thompson 2009, 17-19).  As witnessed in many Cold War-era espionage cases involving money, while 
money is often a superficial factor, the benefits of money are far more important to offenders in a man-
ner more consistent with the idea of psychosocial survival.  
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Post-Cold War Motivations  

  
Money  

Money as a motivator for espionage is still, according to the 2015 PERSEREC study, the largest single 
motivation for committing espionage post-Cold War (Herbig 2017, 48-49).  To individuals who either 
value money or are desperate for money, and have access to valuable secrets, selling these secrets to a for-
eign government in exchange for compensation remains a reasonably attractive option.  In the case of 
Glenn Shriver, there was an interest of “greed” that culminated in becoming an unsuccessful spy for Chi-
na and being arrested.  “Shriver was naïve, but he was also greedy, and with his eyes open he allowed 
himself to be recruited as an agent of China, expecting that he would be able to send the Chinese “some 
secrets” as soon as he could get a job with access” (Ibid, 73).  
 
The persistence of money being a motivating factor for post-Cold War espionage speaks to its im-
portance within American society: within the cohort of Americans who commit espionage, there are still 
individuals who value money more than their ideological commitment of loyalty to their nation.  For 
Marc Knapp, the opportunity was twofold: to sell restricted or dual-use technologies to foreign competi-
tors, and to placate his disgruntlement with the United States by “leveling the playing field” (Counter 
Proliferation Investigation Unit 2011). For Knapp, satisfying feelings of greed and disgruntlement out-
weighed the criminal penalties associated with such activities (Herbig 2017). 
    
“Need” for money also remains an important component in espionage; for Noshir Gowadia, it appears to 
have been a contributory factor to his interest in volunteering his expertise via a Chinese access agent by 
the name of Henry Nyoo.  The initial access to Gowadia allowed Chinese interests to deepen their con-
nection with him in a manner that facilitated him sharing deep technical expertise with the Chinese 
(Herbig 2017, 137-140; B-5). 
   
Money, either via “need” or “greed,” continues to be a conduit for influence, as witnessed during the  
Cold War by the Soviet Union’s sustained funding of CPUSA (Barron 1996); post-Cold War, the PRC 
has adopted an aggressive campaign to influence American political campaigns and is very comfortable  
using money as a way to influence American politics (Olson 2019, 8).  Chinese recruitment methods are  
not unidimensional, however, and instead rely on a holistic development cycle for the recruitment of 
agents that leverages a number of facets related to money, ideology, and ego amongst ethnically affiliated 
and non-ethnically affiliated targets alike (Olson 2019, 1-12).  
  
Ideology  

According to the 2015 PERSEREC report, post-Cold War espionage has seen a marked increase in indi-
viduals committing espionage based on divided loyalties (Herbig 2017, 49). As Herbig notes, “instances of 
divided loyalties that have motivated espionage-related offenses by Americans have almost doubled be-
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tween the second [1980-1989] and the most recent [1990-2015] cohort” (Ibid, 54). Most specifically, leaks 
of information, such as those perpetrated by Bradley Manning and Matthew Diaz are, at least within the 
narratives provided within the 2015 PERSEREC report, justified by a sense of moral relativism in the 
eyes of the offender (Ibid, 96-102). 
 
Similarly to their Cold War counterparts, post-Cold War ideological spies do indeed possess ego-driven 
factors within their personal narratives:  in the case of Manning, sexual dysphoria, a history of family 
trauma, and a cultural mismatch within the U.S. Army coalesced into fertile ground for Manning’s even-
tual recruitment by Julian Assange (Thompson 2018, 123).  Manning’s case is a particularly unfortunate 
and highly damaging example of such a nuanced linkage between ideological and ego-motivated espio-
nage.  While the author believes that Manning justified his actions via ideological means (Herbig 2017, 
105), he was initially motivated to commit espionage by ego-driven factors (Thompson 2018). 
 
In the case of Matthew Diaz, a sense of moral obligation spurred his decision to leak a classified list of 551 
names of detainees to the Center of Constitutional Rights.  According to Diaz, he “saw himself in a  
‘moral dilemma’ (Scutro, 2007). He felt that what he characterized as the government’s ‘stonewalling’ of 
potential defense lawyers for detainees was wrong and illegal, since in the United States everyone has a 
right to legal representation, and the Supreme Court had just affirmed that right specifically for detain-
ees. Given his own father’s incarceration, Diaz felt this issue strongly and personally” (Herbig 2017, 100-
101).  Diaz’s motivations appear twofold: he was ideologically motivated based on what he believed to be 
American values and was therefore serving the United States’ interests through his disclosure (Herbig 
2017, B-4).5  Diaz also justified his actions based on what he believed to be the right intentions (Ibid, 102).  
  
Ego  

In contrast to the Cold War cohort of spies’ motivations, ego-motivated espionage accounts for the single 
largest proportional increase (by percentage) in post-Cold War cases.  Between the respective subcatego-
ries that comprise ego, the largest changes between cohorts were found in “ingratiation” and “recognition 
or ego”.  Disgruntlement as a motivation experienced a slight downward trend compared to the Cold 
War cohort but otherwise remained relatively consistent in its motivational strength (Ibid, 48-49). 
  
The case of Gregg Bergersen highlights how ingratiation created an eventual situation where a talented 
handler (Tai Shen Kuo) was able to develop and recruit an agent with access to national defense infor-
mation (Herbig 2017, 49-53).  Bergesen, “was thinking about retiring from the government and hoped his 
next step would be into a lucrative consulting job... Bergersen’s motivations were also first money... then 

5Diaz’ case is classified in the 2015 PERSEREC report’s data with the United States as the actual recipient of espionage, as 

is Manning’s case, and every other case defined in the report underneath the section “Leaks as a Type of Espio-

nage” (Herbig 2017, 83-109).    

  

Each case within this particular PERSEREC section is noteworthy in its own manner, as there appear to be elements of 

ideological and ego-driven motivations in all of them.  
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ingratiation with his generous friend Kuo, and perhaps equally important, the recognition and career 
boost he expected from Kuo’s offer to make him a partner in the projected defense contracting business 
in Taiwan” (Ibid, 51-52).  While the Bergersen case involves money as a motive, it is important again to 
note that money is also closely related to underlying pathologies associated with ego, especially related to 
culturally-derived perceptions of success, failure, status, and power (Charney, 2010; Thompson 2009). 
  
Recognition deserves special mention from within the post-Cold War cohort, as it accounts for an eight 
percent increase in espionage motivation amongst spies in the 1990-2015 cohort compared to the 1980-
1989 cohort, and an eleven percent increase as compared to the 1947-1979 cohort (Herbig 2017,49).  There 
is one caveat, however: when recognition as a motivation is compared between Table 10 (a table com-
prised of all motivations) and Table 9 (a table comprised only of strong motivations for espionage), 
recognition as a motivation for espionage is not present as a primary motive.  While Herbig admits that  
such data identifying strong or sole motivations is subjective, this discrepancy potentially reveals that 
recognition, at least within the post-Cold War cohort of spies documented by the PERSEREC data, 
functions in a primarily complementary factor to other motivators.  This phenomenon appears to be  
anecdotally supported by examples from within the spy ring recruited by Tai Shen Kuo, and also multi-
ple spies who violated export control laws (Roth, Sherman, and Shu) (Ibid, 52, 137).  In the cases of Roth, 
Sherman, and Shu, money was also a motivation (Ibid, 137, 141).  
 

Discussion  

Espionage motivations in the post-Cold War era, according to the 2015 PERSEREC study’s data, have 
evolved somewhat as compared to during the Cold War: people still commit espionage for money, but 
there appears to be a growing trend in ego and ideology-driven motivations.  This may, in part, be due to 
rapidly evolving communications technologies, as well as how globalization is rapidly reshaping defini-
tions of culture and community vis-à-vis more traditionally-defined expressions of nationalism, and, in 
turn, creating intricate connections across international economies that transcend the nation-state 
(Herbig 2017; Anderson 1983; Kramer et Al. 2005). As a result, it is far easier today to gain access to any-
one in the world, share substantial amounts of information with them, and conduct business between 
continents than ever before (Herbig 2017; Herbig &Wiskoff 2002).  
 
Such cultural and technological shifts are only part of the equation, however, as evidenced particularly 
by how money and ego remain cojoined in certain cases found in both cohorts.  What should be of inter-
est (and also somewhat obvious to existentialists) is that human insecurity, and the quest for success or 
recognition within a culturally defined context, appear to be consistent elements between Cold War and 
post-Cold War cohorts.  Where these cohorts differ is in how these insecurities and interests for success 
or recognition manifest themselves.  For the Cold War cohort, “money,” “divided loyalties,” and 
“disgruntlement” are the top three motivators.  In contrast, the post-Cold War cohort places “money,” 
“divided loyalties,” and “ingratiation” as the top three motivators, with “recognition” as a close fourth 
most important motivator.  “Recognition,” as mentioned earlier, plays an important role when the 
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PERSEREC study’s categories are recombined to form three broad-reaching categories: “money,” 
“ideology,” and “ego.”  When “ingratiation,” “disgruntlement,” and “recognition” are combined to form 
the wider category of “ego,” 44 percent of espionage cases from 1990-2015 fall under this motivation defi-
nition.  To Terrence Thompson, this correlation is no surprise, as his writings have predicted a rise of 
ideologically motivated and ego-driven (as defined within this paper) spies (Thompson 2009, 209-210; 
Ibid 2014, 70-71). 
 
Also of interest is the RAND Corporation’s study The Millennial Generation: Implications for the Intelligence 
and Policy Communities, which provides insight into how the largest growing cadre of IC professionals not 
only view their workplace, but also how they interact with technology, and view career advancement 
(Weinbaum et Al. 2016).  Culturally, Millennials interact with technology and organizational structures 
very differently from previous generations: “[once] they have information, they want to share and discuss 
it. Millennials are unlikely to readily accept organizational policies that limit the sharing of information, 
a tendency that is directly contrary to the IC’s ‘need to know’ policy and mindset” (Ibid, 5-6). They also 
perceive their relationship with the world differently from prior generations: “[one] survey of millennials 
born 1981–1993 found that “61% are worried about the state of the world and feel personally responsible 
to make a difference. . . .  This generation is worried about the world on a broad scale, and expects com-
panies to support major world issues” (Ibid, 3).  Millennials also prioritize different goals as they select 
opportunities within the workforce:  
  

“[as] millennials consider where to work, they desire employers that reward compe-
tency over tenure. Are project assignments, promotions, and salaries aligned with 
years of experience or performance in the IC?... In exit surveys of employees resign-
ing from the IC in fiscal year 2013 (the most recent year for which data were avail-
able), the top two reasons civilian employees cited for leaving were lack of promo-
tion opportunities (top response) and the availability of pay raises (second highest 
response)” (Ibid, 33-34). 

  
Within the RAND study, key takeaways regarding how Millennials’ motivations differ from those of 
Cold War-era IC employees provide clues to potential espionage motivations, especially when contrasted 
with the 2015 PERSEREC report’s data: Millennials appear to view the world on a global scale in relation 
to major world issues (ideology), want to be recognized for their achievements within the community 
where they work (recognition, success), be able to pursue self-determined goals (control, ego), continue 
to achieve career-goals that are meaningful to themselves and others around them (recognition, success, 
ideology), and obtain greater salaries (money).  These motivators, when compared against the 2015 
PERSEREC data on motivations for committing espionage, bear resemblance to motivations present in 
ego-driven espionage found within the post-Cold War cohort.  While the author in no way wishes to 
suggest that Millennials are more predisposed to committing certain forms of espionage than other de-
mographics, a variety of factors that Millennials deem as influential or important to them also correlate 
with espionage motivations that have increased in prevalence from 1990-2015 (Kramer et Al. 2005, ix-xi; 
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15; 18-22).  Should the trend line continue, it is reasonable to predict that Millennials who commit espio-
nage will be influenced by similar motivators. 
  
In addition to generational changes, foreign nations’ methods in conducting operations against American 
interests have also changed.  As likely the most pressing issue facing American CI, the PRC continues to 
mount “a massive espionage, cyber, and covert action assault on the United States” (Olson 2019, 1) and 
use a “whole of society” approach to conduct espionage.  It is notable that, within the 1990-2015 cohort, 
the top recipient of American espionage was China (Herbig 2017, 37).  Today, “China is in a class by itself 
in terms of its espionage, covert action, and cyber capabilities.  It is also in a class of itself because of its 
absolute obsession with stealing America’s secrets” (Olson 2019, 12).  As witnessed in the 2015 PERSEREC 
report, the wide array of techniques employed by the PRC against the United States, including technolo-
gy theft, illegal exports, and unregistered foreign agents, have proven successful.  Such activities are cer-
tain to become more prevalent in future years (Hannas et Al. 2013, 13).  
 

Implications  

As viewed through the lens of the 2015 PERSEREC data and the reorganization of motivations as defined 
within this paper, a number of significant potential implications related to current and future CI and CE 
operations present themselves: 
 

Money will remain a key motivator for Americans who commit espionage.  Whether monetary 
compensation for espionage is driven by “need” or by “greed,” money, as it relates to American 
culture, is closely associated with the perception of status, power, and success, with the role of 
money in society as similar to that of social-status (Thompson 2009; Charney 2010).  Such a medi-
um, as mentioned earlier, provides fertile ground for developing a spy by not only solving an ini-
tial debt problem, but also giving the false perception of power, success, and fulfillment to the 
spy, allowing opportunities for an adept handler to create a codependence based on greed or ego-
driven satisfaction.  

 
Ego will continue to grow as a motivator for espionage, particularly as it relates to recognition, 
but also to an extent as it relates to ingratiation.  As witnessed in an increasing number of espio-
nage cases since the publishing of the 2015 PERSEREC study’s data, recognition, especially by 
way of career advancement opportunities, provides an attractive “hook” by which to develop an 
agent, whereas ingratiation allows a handler to take advantage of an agent’s emotional or mone-
tary needs.  Such a strategy is widely and successfully employed by the PRC against university 
staff and researchers, but PRC activities are not solely relegated to academia: the PRC’s holistic 
and relentless approach to conducting espionage activities permeates nearly every industry and 
facet of American life, particularly as it relates to ICT and an international economy (Herbig 
2017).  
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Ego-driven motivation will remain a consistent issue related to how Americans choose to value 
concepts of equality, success, status, and power as tangible and intangible assets (Thompson 2009; 
Ibid 2018); such discussion is central to post-Cold War espionage motivations and justifications, 
as the two categories of “ego” and “money” together account for 72% of all motivations in the 1990
-2015 cohort (Herbig 2017, 49). 

    
Equally important is an investigation of the relative importance that Americans place on recognition in 
contemporary society, as mass leaks of classified data appear to share a similar pattern of motivations and 
justifications that stem, at least partially, from a desire for recognition.  Edward Snowden’s case, in  
particular, highlights such a phenomenon: “Snowden accepted the uncritical fawning of a large element 
of the international community, including numerous formal awards.  That extraordinary recognition is a  
wonderful form of currency from a society thoroughly enamored of celebrity.  Who had ever heard of  
Edward Snowden prior to his mass leaking?  And now, who has not heard of him? This kind of psycho-
logical reward can be much more powerful than cash” (Thompson 2018, 122).  Regardless of his motiva-
tion, Edward Snowden caused incalculable damage to the United States by stealing government secrets 
and deciding to expose them to the public, as well as to foreign intelligence and security services... for 
free! Such leaks are a veritable goldmine to our adversaries, as Soviet intelligence officer and defector 
Stanislav Lunev noted: “I was amazed—and Moscow was very appreciative— at how many times I found 
very sensitive information in American newspapers.  In my view, Americans tend to care more about 
scooping their competition than about national security, which made my job easier” (Lunev 1998, 135, 
quoted in Bruce 2004, 401).  Our adversaries are taking notice and are likely contributing to creating an 
environment that is receptive to cultivating further leaks.  
 
Ideology will also likely continue to grow as a motivator for espionage, or at least as a justification.  
Herbig touches on an important factor within the PERSEREC data related to a perceived intrinsic 
strength of the United States:  
 

“As a nation of immigrants, the United States has long experience with welcoming 
immigrants and turning them into new citizens, while recognizing that ties of senti-
ment, financial support, and personal involvement with their countries of origin will 
persist (Spiro, 2008). In some periods of American history, recognition of those 
continuing ties has been generous, and at other times it has been grudging, with 
demands that the ties to the homeland be weakened in order to prove the new al-
legiance to the United States (Herbig, 2008). Individuals whose divided loyalties 
motivated them to commit espionage-related offenses often said they just wanted 
to help the other country or cause, while they downplayed or dismissed the harm 
their actions would do to the United States” (Herbig 2017, 58).  

 
While not discussed within the context of this paper, the 2015 PERSEREC data regarding divided loyal-
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ties records a marked uptick in “native born American citizens who had [foreign relatives, foreign  
connections, or foreign cultural] ties” (Ibid, 57-58) within the 1990-2015 cohort.  Such data suggests that  
further investigation of the concepts of identity and loyalty underneath the term “ideology” would be 
helpful to American CI and CE professionals. This information, when paired with data from Table 1  
regarding personal attributes of spies in the 2015 PERSEREC report, will be extremely useful for CI and 
CE investigators, especially given the post-Cold War trend towards older, more educated spies (Herbig  
2017, 9), and the RAND Corporation’s study on Millennials within the IC.  The dual specters of globali-
zation and prolific ICT adoption hang over future discussions related to ideology, as there has never been 
a time in modern history where such ubiquitous interaction and communication has been so accessible to 
so many.  
   

So What?  

Where does this dizzying array of issues and factors leave CI practitioners attempting to detect and pre-
vent espionage in the current environment?  Is there a single “silver bullet” that can be brought to bear 
against the growing trend of ego and ideologically-driven espionage?  The answers are complicated: there 
is no monolithic “fix” to the kinds of motivations and justifications for spying that present themselves in 
the post-Cold War world, but there may be a set of tools that, when employed in a forward-looking man-
ner to understand the specific “signature” that each spy emits when they commit espionage, and com-
pared against properly correlated data from prior espionage cases, would likely provide investigators 
with a significant advantage against the onslaught of state-actors and affiliated entities wishing to do 
harm to the United States in the contemporary global environment. 
    
One such tool in America’s struggle against foreign enemies is one that is often overlooked in the present 
day: “America” is an ideological product to foreigners and Americans alike.  Extremely successful pene-
trations of the Soviet Union were, in part, ideologically motivated (although resettlement outside of the 
Soviet Union and substantial monetary compensation certainly didn’t hurt either) (Hoffman 2015; Earley 
2009). “America as a product” in terms of American ideals, values, and pragmatic realities of life in 
America compared to other nations, has motivated individuals to betray their country’s secrets to the  
United States’ advantage.  It is important to note that, as a matter of national strategy, if America is per-
ceived as a less-desirable country to live in by others, it will likely reduce our ability to recruit spies and 
curry influence throughout the world. The corollary to such an effect may also be to create fertile ground 
for Americans to betray their country willingly insofar as sentiments of dissent mature into disillusion-
ment, which further evolve into disgruntlement, or their loyalties becoming further divided to the extent 
needed to precipitate spying (Thompson 2009; Herbig 2017).  
 
The effects of “America as a product” are immensely complex, especially in today’s society: the evolving 
media landscape is a major contributor to shaping how Americans (and inhabitants in the rest of the 
world) perceive America and American identity; this phenomenon is likely to continue to consciously 
and subconsciously affect Americans with access to our nation’s secrets (Gentry 2019; Thompson 2009,  
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2018; Weinbaum et Al. 2016).  Words do have eventual consequences, and failures within the IC and  
USG to recognize the substantial impact that social media and cyberespionage by way of state-sponsored 
propaganda and disinformation campaigns have made globally—and to consistently address the phenom-
enon—will continue to undermine CI efforts to thwart ideologically-motivated espionage. As Herbig 
states, “Ironically, winding through espionage, which is one of the most serious crimes and usually means 
that one is betraying one’s country, are themes of helping out, sacrificing oneself to benefit another, and 
taking comfort from seeing one’s actions in an altruistic light” (Herbig 2017, 62). These themes are all a 
part of a set of values that many Americans share, and a set of values that can be easily manipulated by an 
adept handler during a recruitment and development process.  This task is made much easier for Ameri-
ca’s adversaries when Americans believe that they are ideologically divided and that there are perceivably 
better opportunities elsewhere that share their same values.    
  
 

Conclusion  

 

Throughout this paper, the author has attempted to paint a thorough, reasonably clear picture of an im-
mensely intricate topic: the implications of U.S. citizens’ motivations for committing espionage between 
Cold War and post-Cold War cohorts.  Through clarifying definitions of key terms, examining the 2015 
PERSEREC report and its dataset, providing examples of pertinent cases within Cold War and post-
Cold War cohorts, expanding on topics warranting discussion in relation to the 2015 PERSEREC report’s 
data, and framing implications related to the paper’s comparison of Cold War and post-Cold War moti-
vations for espionage vis-à-vis the additional discussion topics and current social and environmental fac-
tors, the author has attempted to advance conversation in an area of utmost importance for CI profes-
sionals and IC members alike.  
   
In attempting to thwart those who are motivated to spy against America, it is important to remember an 
uncomfortable truth:  
 

“Noting the obvious is important; human behavior is complex, and an illicit activity 
like espionage does not lend itself to a catalogue of predisposing factors. As much 
as scholars would like to develop a profile of a spy, the notion simply doesn’t exist. 
While some commonality in motivational elements exists, much variation is evident 
in espionage cases. Thus, acknowledge base that rises to the level of predictability 
is, at a minimum, highly impractical. Nonetheless, such known cases offer fertile 
ground for continued study. Better understanding their motivational dynamics may 
lead to better detection and deterrence of spying” (Thompson 2014, 71).  

 
Still, we should not shirk opportunities to study these cases, as by gazing into the past to become better 
informed on potential future trends, there are valuable lessons to be learned, especially as American soci-
ety continues to experience rapid cultural, economic, technological, and infrastructural change within a 
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multi-polar, globalized international environment.  
 
William Leigh (pseudonym) is currently completing a Certificate in Intelligence 
Studies at The Institute of World Politics. 
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List of Acronyms 

 
CIA – Central Intelligence Agency 
CPUSA – Communist Party of the United States of America 
DG – Dirección de Inteligencia 
FBI – Federal Bureau of Investigation 
FOUO – For Official Use Only 
HUMINT – Human Intelligence 
SIGINT – Signals Intelligence 
CI – Counterintelligence 
CE – Counter Espionage 
IC – Intelligence Community 
ICT – Information and Communication Technology 
PERSEREC – Defense Personnel Security Research Center 
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Tiktok, Tinder, Zoomer, Spy:  
Motivations for Espionage in Late Millenials and Gen Z 

By Dan 

 Among individuals who are considered prime targets for espionage, you can find people from 
nearly every lifestyle, creed, and ethnicity. Certain factors, such as money, ideology, compromise, and 
ego, have often been credited as those most likely to lend themselves to motivating an individual to 
commit espionage. Generationally, however, certain patterns may emerge, as the priorities of individ-
uals in those generations change. The objective of this report is to outline both the weaknesses that 
may be exploited among the generational trends in zoomers in America, as well as opportunities to 
exploit other major intelligence targets based on their own demographics and priorities. For the pur-
poses of brevity, these targets will be prioritized as Russia, China, and counterterrorism targets to be 
exploited by human intelligence operations conducted by the West. Some examples provided will pre-
sent an exploitable opportunity for both sides, which will be highlighted—and some recent modern 
case studies will be considered as well, to supplement the hypothetical examples.  

 Within the United States and most of the intercontinental West, social media has become a 
free and open source of previously secret (or at least more difficult to acquire) information. Individu-
als incriminate themselves, presume nonexistent privacy, and overshare to the point of no return, and 
it has become commonplace and accepted as a way to get out with friends, get a job, meet a romantic 
partner, or do any number of socially critical endeavors. Currently, social media isn’t a major concern 
in background checks, for good reason—examining it is rightly seen as an invasion of privacy and not 
the best indicator of an individual’s value to an agency. However, if more is not done to protect the 
privacy of every individual who accesses social media, to permanently delete certain content, or to 
help people remove their digital presence when necessary, one of the primary vectors we may see for 
compromise in the near future, primarily for Western-based targets, will be digital compromise. Digi-
tal compromise has already been seen on the civilian level; small scale blackmail content gets millions 
of views on TikTok, as users will “expose” a person’s lewd, politically incorrect, or outright obnoxious 
behavior to a family member, loved one, or their job, as a means of getting more views themselves. 
Other individuals make it their mission to “dox” people they dislike, exposing their real identities as-
sociated with digital personas. This kind of compromise can be done by nearly anyone with a comput-
er. It will not take long for intelligence agencies to catch on and realize how many blackmail opportu-
nities exist in cyberspace just on the clearweb among individuals with security clearances. And while 
these individuals may not face dire or career-ending consequences if “exposed” to their employers for 
bad behavior online, the fact that enough people may think they would be makes it just as viable for 
use as blackmail as other historical types of compromise. Drug use or abuse, infidelity, homosexuality, 
and numerous other behaviors seen as improper in the 20th century made excellent targets for com-
promise, but in the 21st century, one need only dig into an individual’s digital footprint to find some-
thing to threaten them with. What’s more, there have been documented cases of individuals threat-



 

 27 

Dan 

ened with blackmail for something they didn’t actually do who have fallen prey to it, offering to pay 
off the blackmailer to avoid exposure. Emmanual Cafferty is one recent, modern example of this—
coaxed by a stranger during a road rage incident into making what he didn’t realize at the time was a 
“white power” symbol, he was subsequently blackmailed and lost his job (Mounk, 2020). Spending any 
time on social media will reveal dozens of smaller-scale cases of compromise of this nature, which 
often result in the individual in question losing their job. The public sector is far from immune to 
these threats—one HUD staffer under Trump was nearly terminated for liking an Instagram post by 
Taylor Swift. According to the International Business Times, “During the final year of the Trump ad-
ministration, the enforcers had begun monitoring staffers for any signs of disloyalty. Many who were 
deemed ‘insufficiently devoted’ were also purged from their positions'' (Ong, 2021). Even the Presiden-
cy is not immune to these sorts of threats—a significant portion of the country was concerned that 
the Russians may have obtained “kompromat” of the President during his time in Moscow, enough to 
significantly shake any faith in his capability to carry out the office of the presidency regardless of its 
truth. This reveals a secondary, more sinister problem with this method of compromise: deepfakes, or 
digital fakes, open up an entirely new way to compromise an individual digitally for blackmail pur-
poses. And unlike previous background check methods which could detect if someone was in signifi-
cant debt, addicted to drugs, or lying to a spouse, many individuals may not even remember their dig-
ital footprint, so even if they are questioned about their internet history in a background investiga-
tion, it is unlikely that anything useful will come up until it is too late. With the advent of deepfakes, 
an individual need not even commit an act of indecency in order to be blackmailed for it. As was said 
about the so-called “golden shower” tapes regarding former President Trump, it does not matter if he 
actually engaged in waterplay in a Moscow hotel. If he suspected that he might have and didn’t re-
member it, and someone claimed to have a video of it, that is enough to compromise an individual 
and to induce potential committal of espionage.  

 Outside of the potential for deepfakes on social media creating opportunities for compromise 
among zoomers as they age into and are accepted by Government and Intelligence jobs, a significant 
motivation to examine among zoomers may be ideology. Politics among zoomers have followed the 
trend of millennials and have become significantly more progressive in general, according to the Pew 
Research Center (Parker, 2020). If the last year has shown us anything, it should be a lesson in the 
willingness of many young Americans to get involved in political activism. Activism and progressiv-
ism are often very good things, but with a populace who are more and more likely to be dissatisfied 
with the way things are now and want to be a part of change, there comes the risk of insider spying. 
There have already been some recent examples of individuals who claimed to have had ideological mo-
tivations when committing acts of espionage, such as Chelsea Manning and Edward Snowden. While 
there were likely other motivations in play for both, such as a desire to get back at people within their 
organizations who they felt had wronged them, much of the coverage of their cases both inside and 
outside the U.S. focused on their ideological motives as “whistleblowers” and 
“activists” (Biography.com, 2021). Russia and China have already demonstrated a willingness to utilize 
individuals who have strong views on politics in the U.S. to do harm from within. The Internet Re-
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search Agency used social media, primarily Facebook and Twitter, to target American citizens on the po-
litical right as well as the political left, to incite political protests and confrontations, encourage violence, 
and spread disinformation. Individuals acting on this information become unwilling assets to the govern-
ments spreading the disinformation, either by continuing to spread it to others or carrying out actions in 
the real world with consequences for stability in the U.S. China has done some of the same with apps like 
TikTok, spreading disinformation about its own government designed to make China seem like a victim 
of “Western imperialism” or a noble champion of worker’s rights. An interesting consequence of the mod-
ern era’s distance from the Cold War is a political turn by many former liberals to far left, pro-
communist ideas, leading some to even praise the Soviet government and others as ideal or something to 
be aspired to. While this is a minority of individuals, the support for far left-wing ideology is growing 
among young people (Parker, 2020). Aspiring to create better working and living conditions in the U.S. is 
noble, but historical revisionism is dangerous. When Americans go from criticizing the current distribu-
tion of wealth in the U.S. to praising or defending the Chinese Communist Party, there is potential for a 
serious problem. The other side of this coin is that distance from the Cold War itself has many young 
Americans unaffected by news that Russia or China are attacking the U.S. democratic system or those of 
other countries, with some even dismissing it as “Jingoistic American military propaganda.” I have per-
sonally seen in the comment sections of digital content in places like TikTok, Instagram, and Twitter, 
especially regarding content reporting news of saber-rattling by Russia or China, dozens and even hun-
dreds of commentators (granted, some of whom may be bots or not American citizens) claiming the news 
is Red-Scare style fearmongering. If Gen Z is potentially harboring support for historical revisionism of 
communism, sympathy for the Chinese or Russian governments, and anger at the state of affairs in the 
United States, they may on the whole be much more vulnerable to ideologically motivated espionage. 
Historically, one can point to the Cambridge Five, the Weather Underground, and numerous other exam-
ples of individuals in the West who became sympathetic to hostile countries based on propaganda and 
support for certain political ideologies. Based on the current political trends in the U.S., intelligence 
agencies should brace for the potential that similar cases could occur more frequently in the future.  

 Many zoomers have become extremely disillusioned with America’s history of institutionalized 
racism. While not unexpected or undeserved, it creates an excellent opportunity for Russia and China to 
wage ideologically-based information warfare, adding fuel to the fire of potential ideologically motivated 
insider spies. This “information nationalism” as it is described by Sarah Jeong from “The Verge,” is not 
impossible to counter. If the U.S. takes more steps to address its troubling past as a nation regarding rac-
ism, xenophobia, and hatred, as Jeong points out Germany has, it makes it more difficult for this specific 
type of play to work. Russia and China are also vulnerable to information nationalism directed by the 
U.S. By spreading information on popular social media about, for example, the Chinese oppression of Uy-
ghur Muslims, or Vladimir Putin’s hoarded offshore wealth, or Russian war crimes in Syria and Chech-
nya, it may be possible to create disaffected political activists in these countries who may eventually pro-
duce viable insider recruitments or assets (Jeong, 2020). While it is more difficult for the U.S. to employ 
these methods against authoritarian regimes who oppress and target their opposition and activists than it 
is for them to employ these techniques against the U.S., ideologically motivated individuals in foreign 
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countries may make very good recruits for larger-scale disruption operations as well as small scale direct 
action missions.  

 While most of Gen Z are more progressive than previous generations, the unique events of the last 
four years and their effect on the American political landscape have been significant. A number of Amer-
icans within Gen Z have fallen down the rabbit hole of groups like QAnon. Even among those who have 
not, there is a present and significant insider threat from those who may be ideologically motivated by 
right-wing politics in the United States. However, while the left-motivated individuals may be moved to 
act out or aid hostile powers based on a belief that they are helping to push the U.S. on a more progres-
sive path, it is possible that individuals motivated by right-wing politics may see themselves (or be con-
vinced to see themselves by a clever recruiter) as secretly fighting the “liberal elites” from the inside. We 
have already seen the direct attempts by the Russian government to entangle their assets with the Trump 
administration. Who is to say that they will not take advantage of Trump’s 2020 loss to target angry sup-
porters who already work for the government with conspiracy theories or propaganda that will entice 
them to commit espionage to “help out Trump” in some way, or to preserve their idea of what the U.S. 
should be? This threat vector is one with potentially more dire results. Left-wing activists among Gen Z 
tend to be less willing to actually commit acts of political violence (though many do have an extremely 
negative view of American police and even the U.S. government). Recent statistics from CSIS showed 
that from January to August of 2020, there were over 40 violent terror acts perpetrated by the far right, 
compared to less than 15 by the far left and less than 5 by Jihadists (Jones, Doxsee, Hwang, Suber, Har-
rington, 2020). Right-wing activists, especially those far enough on the right to fall close to groups like the 
Proud Boys or QAnon, are on average more armed and more willing to kill. Under the right circumstanc-
es, especially if there were commencement of a more direct hybrid conflict between the U.S. and Russia, 
it is not unreasonable to suspect that a skilled Russian intelligence officer or illegal agent could recruit, 
run, and motivate a right-wing militia capable of carrying out direct action straight out of The Turner 
Diaries. Maria Butina, the Russian illegal who was arrested for acting as an undeclared spy, was making 
connections within the NRA (an organization popular both among the right and radical far right in the 
U.S.) and through American University that could have eventually been fruitful for the Russian govern-
ment (Butler, 2018). It is not far-fetched to imagine a similar spy recruiting and managing a group of right
- or left-wing activists as a direct action proxy for a foreign government, or preying on the political be-
liefs of an insider to recruit them as a spy.  

 Going through the MICE (Money, Ideology, Compromise, and Ego) system as a way of consider-
ing motivations, ego is probably not going to be significantly affected by shifts in national politics, but 
money certainly can. Among many zoomers who are most disillusioned by American politics (or the most 
opposed to the actions and history of the U.S.) are those who have also gone to college. Nearly every job 
in or adjacent to the U.S. government now requires at least a bachelor's degree, in particular those with a 
significant level of access to sensitive information. The confluence of political disillusionment and the 
massive debt associated with zoomer college graduates creates a perfect storm for money to be paired 
with ideology as a way to target and recruit insider spies. To this end, the massive wealth inequality in the 
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United States and the weaponization of debt against the disappearing middle and lower classes that have 
become all the more evident during the Coronavirus pandemic become an even greater national security 
risk. During the Cold War, student loan debt was not nearly as much of a leviathan, with most people 
who went to college able to afford it within reason or even able to find a high-level job without a degree. 
Looking at some of the most high-profile espionage and insider spy cases in the U.S., many of the individ-
uals involved seemed much more interested in revenge, nationalism/sympathy for another country (often 
China), and egotistical pursuits than money. Today, money may play a significantly larger role than in the 
past among U.S. insider spies looking to put a dent in their student loan debt.  

 From a domestic as well as a foreign counterterrorism standpoint, the U.S. has been largely suc-
cessful at preventing attacks in the homeland, though the most persistent and elusive threat remains the 
lone wolf. In the aftermath of the Trump presidency and the virulent spread of dangerous and anti-
government sentiment by numerous supporters, right-wing domestic terrorism has emerged once again as 
one of the dominant persistent terror threats within the U.S. and doesn’t appear to be going away any 
time soon (Jones, Doxsee, Hwang, Suber, Harrington, 2020). The FBI will largely have its work cut out for 
it in targeting intelligence sources on these attacks, infiltrating militias and digital forums where plans 
are often advertised or discussed, and running HUMINT sources within these groups. Increased collabo-
ration with local law enforcement, combined with CIA assessment of how, when, or if any of these 
groups are being influenced by external guidance or assistance, will be vital to gauging their capabilities 
and preventing their attacks from succeeding.  

 The shifts in politics among zoomers and the instability of the last few years create an interesting 
operational environment for hostile intelligence services targeting Americans by creating so many new 
opportunities for ideological, financial, or compromise-based exploitation. While not all of the aforemen-
tioned techniques will have as much success against foreign intelligence targets, zoomers in other coun-
tries will eventually be in positions of power, and they will bring their politics with them. In Russia, 
Putin’s rock-solid control over the Duma and his federal agencies as well as heavy screening out of indi-
viduals with any connection to opposition groups mean the personal politics of opposition groups in Rus-
sia will be less exploitable than in the U.S. However, that same rigid screening may do a good job of creat-
ing a larger population of disaffected or anti-government civilians with the potential to be recruited or 
manipulated in the same way that Russia targeted and manipulated large segments of the U.S. population 
via social media. Additionally, as Putin gets older, and as uncertainty about what will happen to Russia 
when he is no longer in power grows, it may create an opportunity to sow doubt among his inner circles 
or members of the Russian government about their own personal safety and security in a Russia that he is 
not a part of. Especially with the changing climate and growing resource scarcity, more and more individ-
uals with important access may be able to be manipulated by their fears and assuaged with promises of 
protection in the event of potential collapse or intensifying conflict. Those who fall out of direct favor 
with, or have less access to, the president than others may worry about the precariousness of their security 
if something unpredictable happens. Offering them a way to hedge their bets for their safety while asking 
little in return may be a viable inroad to securing cooperation from Russian insider spies.  
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 While the future of motivation for espionage may be reliant on the latent or perceived instability 
of the Putin regime and the environment, the future for targeting China is a bit more cloudy. With the 
majority of China’s population digitally cut off from the rest of the world by “The Great Firewall,” it is 
nearly impossible to exert influence via social or digital media as well as to gauge the consensus of the 
Chinese people or trends that may help to predict or anticipate shifting individual motivations. China is 
a notoriously hard target, where at times large numbers of sources have gone missing in one fell swoop 
with no clear explanation. In addition, more so than in some places (though the whole world is becoming 
harder to spy on thanks to emerging technology), China is extremely difficult to operate undercover in. 
Many cyber operations of the present and future still require an agent, or an officer, infiltrating and plac-
ing a physical piece of technology, especially those targeting the most valuable closed systems. As a result, 
while the security situation may get significantly more difficult in China for undercover officers and 
HUMINT operations, it is difficult to say how motivations may change for individuals in China who spy, 
or if they will at all. If things continue the way they have been going, the standard MICE motivations may 
continue to have to be applied on a case-by-case basis, and the U.S. may become even more reliant on 
cyber, SIGINT, OSINT, GEOINT, and MASINT than it already is. HUMINT has traditionally been a 
way to fill vital gaps and requirements that couldn’t be filled in other ways, but with a more and more 
dangerous security picture in certain states, the techniques used for HUMINT will need some creative 
evolution to adapt. In some ways, older, less technologically based methods may be far superior, especially 
when it comes to avoiding detection or security measures. In others, taking advantage of emerging tech-
nological opportunities, such as arranging clandestine meetings in virtual spaces or encrypted chat rooms, 
may be more opportune. An assessment from Just Security posits that both approaches will have merit, 
particularly in denied areas, but may ultimately come down to the preferences and needs of the assets 
(Sims, 2021). After all, the penultimate concern for CIA officers should always be prioritizing the well-
being and safety of their sources.  

 With shifting technology, political changes, and financial situations globally and within the U.S., 
the core reasons people spy may remain relatively unchanged. However, certain vulnerabilities that can be 
understood and anticipated or exploited by looking at trends within the U.S. and hostile powers have the 
potential to create spectacular new opportunities or dangers in the world of HUMINT. By properly ana-
lyzing and assessing what these trends are, what they represent in individuals as well as as a reflection of 
the national interest and dynamic, and understanding how they may be exploited for good or ill, the next 
generation of officers can prepare for the most critical HUMINT recruitment operations of the 21st cen-
tury.  
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Russia’s Hybrid War in Ukraine 

By Bryan Rivas 

EDITOR’s NOTE: Although this paper was authored before the Russian military incursion into Ukraine on February 24, 
2022, its content and analysis remain relevant and significant. 

 

 The war in Eastern Ukraine has lasted for 7 years now with no end in sight as Russian-backed 
forces still hold much of the Donetsk and Lugansk Oblasts. Reasons for why the war has lasted for 
this long are debated, but it is universally known how this conflict started. Western media credit the 
start of the conflict to Russia’s use of hybrid warfare to wage war which they say used conventional 
forces from the Russian army to incite and supplement a revolution that Russia proudly hails as the 
Russian Spring. Many of these sources forget to cite some of the other factors that have made this 
breed of warfare successful, which is through its unconventional means to achieve victory in the shad-
ows.  

 Hybrid warfare has made use of many different aspects that not many have thought to milita-
rize in history. The strategy was built through years of experience which the Soviet and Russian ar-
mies had gone through in their histories and uses the Russians’ perspective of warfare which is very 
different from standard military doctrine found in most western schools of thought. The strategy 
takes its experience from much of the history of Russia and the conventional conflicts where some of 
these tactics were tested, such as the 2008 Georgian War. Many of the lessons learned from these 
events would help Russia to form this strategy as well as follow many lessons from its distant past that 
have helped to make up its military doctrine. 

 Many of the strategies used in this breed of warfare include the use of military forces to per-
form both conventional and unconventional tasks on battlefields such as Russian Spetsnaz in Crimea, 
and even some Russian forces currently in Eastern Ukraine. Other aspects include the use of disinfor-
mation by Russia through its media stations such as RT, Sputnik, Tass, RIA Novosty, and other me-
dia outlets. They would use social media to post false information to criticize their opponents and 
eventually demoralize them, as well as use cyber-attacks to limit their enemies’ capabilities to react to 
Russian actions, and further intimidate their enemies. The object of these methods is to create chaos, 
as well as enough instability to make it easier to hold influence in these regions. 

 Some questions still stand about Russia’s new breed of warfare, and some of these include 
what are the origins of this strategy, and how effective is it in areas such as Ukraine? How could it be 
used elsewhere, such as in the former Soviet Union or other countries, and, more importantly, how 
can we counteract it? These questions are important in trying to find out Russia’s future strategy as 
well as making sure that other nations will be able to counteract them when they are targeted. This 
paper seeks to answer many of these questions as well as shed light on the motives behind such tactics. 
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This paper will investigate the origins of Russia’s hybrid warfare strategy and how the concept was 
created, looking into conflicts and events that have helped to form the strategy, as well as how history 
had a role in creating this unique Russian military doctrine. Once the origins and formulation are 
established, it will show how these tactics were used in Ukraine from Euromaidan to the current con-
flict now engulfing the Donbass Region. Then the paper will discuss the ways these tactics can be used 
in other theatres and how possible counteractions and reactions can be made to prevent their use in 
the future. 

 

 Origins of Hybrid Warfare: 

 Before we start with the origins of this breed of warfare, one must answer what exactly hybrid 
warfare is. There are many definitions for this; one of these definitions provided by the Cambridge 
Dictionary is “the use of a range of different methods to attack an enemy, for example, the spreading 
of false information, or attacking important computer systems, as well as, or instead of, traditional 
military action.”1 Before Ukraine, the combined use of cyber warfare, conventional military forces, 
and even disinformation campaigns was unheard of. It is not the first time it was discussed, though. 
Many military theorists thought of similar concepts with the growth of technology, such as William J. 
Nemeth, who wrote a thesis in 2002 on how the Chechen war could be considered the first hybrid war 
due to the tactics used by the Chechen militias, such as the use of conventional and guerrilla tactics 
by the rebels and their effective propaganda campaign in Russia and abroad to both gain sympathy 
and create fear among the Russian populace.2 Some of the earliest writings go farther back, though. 

 In 1995, General Makhmut Gareev wrote a book called If War Comes Tomorrow: he argued that 
the creation of new technology made information warfare more sophisticated, and that there would 
be more use of electronic warfare. He also stated that “… systematic broadcasting of psychologically 
and ideologically biased materials of a provocative nature, mixing partially truthful and false items of 
information […] can all result in a mass psychosis, despair and feelings of doom and undermine trust 
in the government and armed forces; and, in general, lead to the destabilization of the situation in 
those countries, which become objects of information warfare, creating a fruitful soil for actions of 
the enemy.”3 This could be considered one of the first written accounts of Russia’s modern-day hybrid 
strategy. 

 From this, it is certain that as early as 1995, the concept of hybrid warfare was created, but the 
tactics involved weren’t wholly new to the Russians. Throughout the Cold War, the Russians have 
made many uses of tactics such as information warfare to try to influence Western Europe and other 
countries. Christopher S. Chivvis, a former DOD official, states how Russia throughout the Cold War 
funded communist movements, encouraged the antinuclear protest movement, and tried to influence 
through espionage as well as use special forces in the same ways as they were used in Crimea.4 There is 
one aspect that many western analysts ignore which touches upon the deep, dark past of Russian his-
tory: this is the influence of the Mongol invasions and occupation of Russia.  



Active Measures, Volume VI  SPRING 2022 

 36 

 This may seem like a point to ignore in Russia’s development, but that statement would be far 
from the truth. There are many tendencies that have stemmed from former Mongol influence, the idea of 
power and central authority being one of the many influences from the Golden Hordes. Though how do 
the Mongols have a role in this brand of warfare? It is through the tactics used, cyber-attacks, disinfor-
mation, etc. It fits into the usage of Mongol psychological warfare, specifically in the Mongol’s use of dis-
information.  

 When the Mongols were at the gates of a city, they would give the settlement two options, to sur-
render and keep their city intact, or to perish along with it. Those who decided to fight would perish, but 
the Mongols would always keep a few survivors alive. The reason for this was to spread the word of their 
victory. The results of this approach often inflated the brutality and destruction that the Mongols inflict-
ed on a region which made their enemies lose the will to fight. In addition, spies would be sent to help 
spread these rumors far and wide so someone in Europe would know what happened in Central Asia.5,6 
The Mongols would also use a strategy of divide and conquer to use groups in enemy nations to have them 
fight against one another, An example of this can be found in the Jin Dynasty where the Mongols ap-
peared before the Khitan People, a group disgruntled with the Jin because the Khitan royal family was 
overthrown by them a century before. The Mongols showed themselves as liberators and claimed to have 
come to restore the Khitan ruling family, and the Khitans joined them to attack and take over the Jin 
Dynasty. In the same campaign, the Mongols would use a propaganda campaign to convince the Han Chi-
nese that the Jin could not protect them against the Mongols which continued to sow dissent.7 The tactics 
used against the Jin dynasty would be used to a similar degree in Crimea, as well as Ukraine. Many of the 
Mongol tactics are found in this new breed of warfare, the use of disinformation to sow utter panic into a 
society as well as to demoralize them enough to surrender. These tactics today are being used in Ukraine 
and are working to great effect. Though how did this get translated into current Russian strategy? 

 On February 27th, 2013, Russian Chief of the General Staff General Valery Gerasimov wrote a 
journal article called “The Values of Science and Prediction”. In it, he describes the events of the Arab 
Spring, talking about how the events of the protests could be considered events of 21st century warfare. 
Gerasimov claims that the use of non-military means has expanded and has become more useful in achiev-
ing political and strategic goals than conventional military forces. This includes the use of diplomatic, 
economic, political, and other non-military forces in the information and cyber domains; these could be 
used to gain objectives instead of waging open war. He states that the advances in technology and the ex-
panded use of information allow for reduced fighting as well as the ability to influence state structures as 
well as the populations of specific countries.8 

 Despite these ideas, Gerasimov also emphasizes the use of Special Operations force and internal 
opposition to create a permanent front within an enemy nation.9 This tactic not only references the Mon-
gol strategy of divide and conquer but can be a reference to other Russian and Soviet tactics. This specifi-
cally can be traced back to Soviet actions during World War II when the NKVD and other military offi-
cials helped to run the huge network of Soviet partisans within German territory to disrupt supplies and 
communication, as well as disrupt other German activities within the occupied territories.10 Gerasimov 
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also advocates that Russia needs to create more interagency cooperation and a joint command to coordi-
nate these efforts as well as other military operations to make them successful.11 This article would be 
echoed by other figures such as Vladislav Surkov, one of Putin’s top advisors.12  And in less than a year, 
these tactics would be tested in Ukraine.  

 Many of the pieces in Gerasimov’s article can relate to tactics dating back to Mongol, Soviet, and 
Russian tactics; some of these include the actions learned from events such as the Soviet-Afghan war and 
the Chechen wars as well as Russian covert actions from the Cold War where the Soviets performed dis-
information campaigns and covert training and equipping of partisan groups around the world. Though 
compared to previous instances, it would utilize current technologies such as the Internet and computers 
to expand the impact of these tactics. Though this piece was written back in 2013, it is safe to say that 
some of these tactics were already being tested prior to Gerasimov’s assessment and were tweaked for 
their modern-day usage in Ukraine. The earliest sighting of some of these tactics can be found in Georgia 
during the 2008 Russo-Georgian War. 

 Georgia, 2008: 

 The Russo-Georgian war taught the Russian military many valuable lessons that it would use in 
the future. At the onset of the war, the Russians started a disinformation campaign through their media 
outlets. Channels such as RT, RIA Novosti, etc. were huge proponents in trying to show proof that the 
Georgian military were the aggressors of this conflict, as well as justify the Russian intervention.  
Throughout the conflict, Russian media were given unrestricted access to army units and maneuvers to 
make it seem like the Russian military were liberators rather than an invading army. This access also gave 
Russia the ability to narrate events to the rest of the world and manipulate the view of the conflict by 
claiming that the war was one of genocide and that thousands of South Ossetians were being killed in the 
region each day.13,14 This worked to great effect, as it convinced parts of the world to distrust Georgia’s 
motives in the conflict.  

 The Russians would test the use of cyber warfare in an actual war. At the onset of the war, a slew 
of cyber-attacks would destroy 35% of Georgia’s network, as well as 54 government and news websites to 
disrupt communications and prevent the Georgian military from countering Russian army movements. 
DDoS attacks would be used on Georgia to cripple its Internet infrastructure and make websites inopera-
ble. This would also help in Russian disinformation campaigns where the Georgians could not respond 
properly to Russian claims.15 Though despite the use of cyber-attacks to enhance the Russian war effort, 
they were considered not the most effective. The reason for this was approximately 10% of Georgians were 
connected to the internet in 2008.16 Cyber-attacks are most effective depending on how much a popula-
tion relies on the internet for use, so some say the effects were minimal. This was different compared to a 
cyber-attack in Estonia during 2007 where most people used the internet daily. Despite this, these repre-
sented the first cyber attacks to ever be coordinated with military operations, and they would give Russia 
valuable lessons on how these tactics can be used in future conflict, especially in the thesis of General Val-
ery Gerasimov.  
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 The war would also see the usage of one other strategy used in hybrid warfare, the use of proxy 
forces. In the case of the Georgian war, Russia was already supporting and further used fighters from 
South Ossetia and Abkhazia to fight the Georgians, especially so they would not have to send in a huge 
ground force into Georgia and maintain plausible deniability towards events of war crimes and genocide.  

 The war in Georgia would prove to be a perfect testing ground for many ideas that would be used 
in Ukraine, and they would show the effectiveness of methods such as disinformation campaigns and 
cyber-attacks. Though the war would teach Russia that it was unprepared for a modern-day conflict, 
many of its tactics and doctrine came from the days of the USSR. And the war showed deficiencies in 
Russian communication among troops and all military branches: in one scenario, a general had to borrow 
a satellite phone to talk with his own troops.17 The war showed both triumphs and errors in Russia’s test-
ing of a hybrid war strategy, and, for the next 5 years, the Russian military would lie dormant to restruc-
ture and rearm itself until it was ready to use its perfected strategy of hybrid warfare in Ukraine. 

 

 Hybrid Warfare in Ukraine: 

 In November 2013, protests began in the center of Maidan Square in Kyiv, Ukraine. The protestors 
were against President Yanukovych’s decision to back out of an Association Agreement with the EU. As 
protests continued into December and January, Russian intelligence and news media began the first phase 
of Russia’s hybrid warfare strategy in Ukraine: disinformation. Upon the start of the campaign, Russian 
news media flocked to Kyiv to cover the events of the Euromaidan protests and made sure to show as-
pects of the revolution that many were not covering in the West. 

 Since the Russo-Georgian War, Russian media outlets have been able to expand their reach to 
encompass more countries; this includes RT or Russia Today which gains a bigger audience through its 
subchannel RT America. From platforms such as RT, RIA Novosti, Pravda, and Russia 24, Russia was 
able to send out a narrative in favor of the Kremlin’s view. In the case of Euromaidan, Russian media 
showed the protesters as violent, chaotic, and fascist.18  When the Euromaidan protests started, Russian 
media outlets portrayed them as reactionary riots created by fascists groups and Ukrainian nationalists 
from Western Ukraine and glorified the police who were trying to stop them.19 Russian news channels 
would show films and reports of protestors attacking barricades and buildings while the police would be 
either maintaining a defensive stance or not being provocative to give off the image that the protesters 
were aggressors. Many other Russian media outlets would show this footage to others around the world, 
though the main targets of this were Russians living in Ukraine who use Russian news media for their 
news consumption. This was meant to turn this population against the protests and to see the protestors 
as violent and a danger to them, enough so to act in the future events in Crimea and in the Donbass re-
gion.20 

 Russian news media was not the only source of disinformation about the protests. After the Russo
-Georgian War, the internet would become more prominent, giving people the ability to express opinions 
through social media websites such Twitter and Facebook. These websites started to become more promi-
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nent during the wake of Euromaidan, and their importance was quickly realized by Russia’s intelligence 
services such as the GRU, FSB, and SVR. These agencies would create fake online accounts to post com-
ments on both Russian and English social platforms either posing as pro-Euromaidan protesters or pro-
Russian sympathizers. Much of this work was also done in what Western media has called Russian “Troll 
Factories.” These were businesses in Russia that produced content and social media posts to spread disin-
formation on social media. It was found that over 755,000 tweets and 3,665 Twitter accounts were associ-
ated with the Internet Research Agency, a troll factory located in St. Petersburg, and that many of the 
tweets were associated with hashtags such as: ПровокацияКиева (KyivProvocation), КиевСбилБоинг 
(KyivShotDownBoeing), БитваОлигархов (OligarchsBattle), and КрымПутьНаРодину 
(CrimeaWayToHome).21 

 This effort on social media was intended to divide the populace even further and convince seg-
ments of the population such as those in pro-Russian East Ukraine not to believe that the revolution was 
created by the Ukrainian nationalists of Western Ukraine to get rid of Russians living in Ukraine. This 
was highly effective in Crimea, where most of the population is of Russian descent and where much of the 
population watched Russian news channels and used Russian social media. These actions fit into Russia’s 
hybrid warfare strategy by weakening Ukraine’s central authority and government trust among Ukraini-
ans, especially those with Russian sympathies. These sentiments made it easier for the Russians to present 
themselves as a friendly force to save the people. This was shown with the next phase of Russia’s operation 
to send in the “Little Green Men.” 

 One of the biggest bombshells in creating the idea of Russian hybrid warfare was the events of 
February 27th, 2014, when armed men in tactical gear seized the Supreme Council of Crimea. These 
events caught the world by storm, and the ruse was so real that it was believed at first that they were Rad-
ical Russian Unionists.22 But it would later be revealed that these were Russian Special Forces. Excluding 
the usage of disinformation and cyber-attacks to create unrest, it is believed that another characteristic of 
hybrid warfare is the use of military forces in conventional and unconventional ways. This includes the 
use of special forces, as was seen in Crimea. These forces were used under the guise of “self-defense forces” 
by Russian media to convince the populace of a popular uprising taking place on the peninsula. Despite 
media reactions, this isn’t the first time Russia has used such tactics in the past. The clearest example 
could be found during the Soviet era near the end of 1979 in Operation Storm 333 when the Soviet Army 
invaded Afghanistan. During this operation, Soviet Special Forces were sent to kill the Afghan leader Ha-
fizullah Amin; they were dressed up in Afghan military uniforms to make it seem like a coup was carried 
out by the Afghan Army. And to add to this ruse, mostly Soviet troops from the Central Asian republics 
were used to invade Afghanistan during this operation.23 

 Other similar operations include an attempted coup in Chechnya in November 1994, when the 
Russian Army dressed up as mercenaries tried to seize the city of Grozny but were defeated.24 Operations 
like the one used in Crimea can be compared to many Soviet-era clandestine operations done during the 
Cold War, and even the operations carried out in the Donbass can fit this role as well. As with Afghani-
stan, Russian forces in Crimea would try to seize facilities such as the Supreme Council, certain ministry 
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buildings, and airports throughout the peninsula; it was a Russian-style coup. In this case, Russian forces 
were used in an unconventional form, as they were not meant to engage the enemy with heavy mobiliza-
tion but used small pocket groups of special forces to seize strategic objectives and to surround Ukrainian 
military forces in their bases of operations and not create a direct conflict. 

 These were the operations that stunned the West and led to the term “hybrid warfare” in its vo-
cabulary. This was because the troops were unmarked and didn’t particularly act like an invading force. 
They claimed to be local citizens and seemed like they were protecting buildings and surrounding enemy-
held areas instead of attacking and besieging them, as many would believe to be the case in this scenario. 
This worked to make many in Crimea not see them as occupiers and even took selfies with them.25 The 
populace was welcoming like the Khitan to the Mongols, and it allowed the Russians to take the peninsu-
la peacefully. With this success, the Russians would go further and attempt another operation in Eastern 
Ukraine. When conflict started in the Donbass, a swath of information came in about sightings of Rus-
sian military equipment, personnel of Asian origin, and even photos of heavy military action occurring on 
the border. Russia would deny the usage of Russian troops and make excuses, such as rebels taking wea-
ponry from the Ukrainian army, or even them procuring the weapons on their own.  

 In the summer of 2014 and the winter of 2015, there would be reports circulating of armored col-
umns and soldiers with Russian accents appearing in specific conflict areas and fighting alongside the re-
bels. One example was the battle of Ilovaisk, where Russian forces were claimed to have reinforced rebel 
forces and surrounded the initial Ukrainian force that was sent to take the town. Once this was done, the 
soldiers were subjected to heavy military bombardment until the Ukrainian forces surrendered. Another 
example was the battle of Debaltseve, a railroad hub close to Donetsk. In this battle, communications 
were jammed, and during the chaos, Russian Spetsnaz helped to mine routes behind enemy lines and take 
certain towns to cut off Ukrainian troops. The Ukrainian units were surrounded and attempted to break 
out of the encirclement but failed to do so.26 Eventually, the troops would retreat from Debaltseve, and 
Russian separatists would take the town.  

 What has been observed in both instances is that Russian forces tend to intervene with their forc-
es during the most crucial of battles. In the case of Ilovaisk, the town was a huge supply hub for Donetsk, 
and its capture would have cut off the city from receiving supplies. And Debaltseve helped to connect the 
two separatist republics of Lugansk and Donetsk. If Ukraine held the territory, it would have disrupted 
resource distribution as well as could have been a staging point to divide the two areas. The most interest-
ing case in the latter battle of Debaltseve was an incident when Ukrainian soldiers were surrounded, and 
they received text messages on their phones which asked for the troops to surrender. Others received 
threats showing their private information or information on their friends and family.27,28 These messages 
were sent by Russian intelligence to lower the morale of the troops and gave a stark reminder of the 
Mongol choices of surrender and live or perish. But instead of verbal command, the Russians utilized this 
tactic using cyber warfare. 

 Throughout the conflict, Russia used multiple forms of cyber warfare to demoralize the enemy as 
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well as to support military operations in the Donbass. These methods were used both in Euromaidan to 
help in retaliatory efforts against the Ukrainian government and in other ways to devastate the popula-
tion to make it seem like resistance was futile. One of these cases was in mid-2013 through an effort 
known as “Operation Armageddon.” This operation occurred before the proposed signing date of the EU 
association agreement with Ukraine. It was an effort by the FSB to steal information from the Ukrainian 
government, law enforcement, and military officials through a spear phishing campaign. This effort would 
continue as the situation in Ukraine got worse after Euromaidan. Many Russian cyber attacks that would 
occur throughout the Donbass conflict would generally be associated with Operation Armageddon.29,30 
One clear example of this was the winter of 2015 when a Ukrainian power plant shut down, which caused 
almost a quarter of a million people to lose power in Western Ukraine. This attack required a huge 
amount of surveillance, training, and sophistication to be pulled off, and it all happened during the onset 
of the battle of Debaltseve, a major battle in which Russian forces were involved.31 

 Cyber-attacks in Ukraine, just like in Estonia, seem to carry more of a strategic objective than a 
concrete tactical objective, as there is no evidence to support that the hacking of the power grid would 
have affected events in Eastern Ukraine. But attacks like these can be used to achieve multiple objectives, 
such as to disorganize government functions and services or convince the people that the government is 
ineffective and demoralize them. This fits well into Russia’s strategy which uses these attacks as a form of 
psychological warfare as expressed by General Gerasimov.32 In this type of scenario, it can convince the 
populace that the government cannot support them and that the conflict in Eastern Ukraine is affecting 
those on the other side of the country, which will make them sue for peace faster. All of these tactics put 
together characterize the rise of Russia’s military doctrine, which emphasizes the ability to demoralize 
and separate a population. As discussed previously, these tactics are not entirely new, but the innovation 
of new technology has helped to create a new possibility for Russian tactics as well as Russian strategic 
aims in the future. 

 

 Future Uses of Hybrid Warfare 

 Ukraine showed that Russia has the capabilities to perform campaigns upon other nations tech-
nologically and unconventionally while showing plausible deniability, which is one of the biggest factors 
of hybrid warfare. Many of the strategies used in this conflict are tactics that don’t have to be used in the 
same strategy and are being used in other parts of the world, from Northern Africa and the Middle East, 
even in the US. Ever since 2014, Russia has been expanding its disinformation capabilities to span the 
globe to create soft power as well as to weaken its international rivals by creating discord. 

 In the U.S., particularly in recent years, Russia has been trying to influence the U.S. elections 
through media disinformation using media outlets such as previously stated to present a specific narrative 
and using social media to spread this message throughout the country. This was particularly effective 
through creating memes on the internet to try to present subjects as jokes to which people can relate and 
eventually make them skeptical of the validity of their governmental system in a way that is barely regu-
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lated. Some of these memes could involve Clinton’s email scandal resurfacing in the 2016 election or even 
in 2020 when a fake generated video popped up on the internet of Biden sleeping during a news inter-
view.33 These two examples specifically are used to create distrust between those in power and their con-
stituents, which, in turn, creates distrust of the government and a narrative that the government doesn’t 
support its citizens, which can cause unrest. This was a tactic used throughout the Ukrainian conflict, as 
during Euromaidan, Russian intelligence agencies used the same tactics to put people against those sup-
portive of Euromaidan and politicians.  

 Russia has also used parts of this form of warfare in its activities in Syria and Libya, where armed 
men were sent to the region. The difference is these troops are fighting under the flag of The Wagner 
Group, a Russian PMC organization that has connections with the Kremlin and Putin himself. This group 
has been used to support Russian operations in countries such as Syria, Libya, The Central African Re-
public, and Mozambique to train local military forces, perform certain combat operations and protect 
recently acquired Russian assets in these regions.34 Wagner gives Russia the ability to give plausible deni-
ability around the world, saying that these actions are those of a PMC group working under a contract. It 
is possible these forces can be used in other regions to cause unrest and fulfill other objectives. 

 Other tactics that have been used are Russia’s cyber actions against targets in Europe, Asia, Latin 
America, and even the U.S. This tactic has been especially used for multiple different situations, such as 
collecting information, as was done through Burmisa hacking to find incriminating evidence against the 
Biden campaign to influence the U.S. election.35 Other cyber operations are used to attack institutions 
against Russian interests or to weaken adversaries. This was shown most with hackings in Malaysia over 
the MH17 investigation, and even in Salisbury to disrupt the investigation of the attempted assassination 
of Sergei Skripal. Russia has used these attacks in multiple ways and for many different motives, from 
showing Moscow’s displeasure or even to finding information in support of future operations. Russia has 
shown that these tactics from Ukraine can be used in multiple different ways, don’t have to be used solely 
in one whole campaign, and can be adapted depending on the situation. 

 

 How to Combat Russian Hybrid Warfare? 

 Russian hybrid tactics are designed to be hard to combat, as they are in the gray zone of warfare 
where they are aggressive tactics, but they cannot elicit a direct and harsh response such as bombing a 
target or threatening an invasion.  Russia knows this, which is why it continues these types of tactics be-
cause they are hard to respond to. Therefore, the U.S. as well as its allies must come up with a strategy to 
combat this type of warfare to prevent Kremlin designs in other parts of the world. Any strategies created 
by the U.S. must contain three different pillars: these must include a strategy for defense, offense, and co-
operation. From these, it will be possible for the U.S. to create a defense against Russian disinformation 
meant to affect public opinion as well as cyber campaigns that can prevent future attacks on infrastruc-
ture. There must be an offensive capability so the U.S. can properly act against Russian actions of hybrid 
warfare that affect our allies or ourselves to show a resolve to retaliate against Russian actions. It is also 
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necessary to have a system of cooperation to identify Russian actions of hybrid warfare and be able to 
combat them in a unified way. 

 In creating a defensive strategy against Russian tactics, it is imperative to have a counter to the 
three topics discussed earlier. In this case, one of the biggest steps is to make a campaign to counter disin-
formation circulating on the internet as well as on certain news media. Currently, the internet is very un-
regulated in the dissemination of information and is susceptible to disinformation permeating through it. 
There are a few ways to combat this, including the creation of laws to regulate portions of the internet, 
especially in political advertisement in the same ways that political advertisements are regulated on TV. 
One bill which was made for this purpose was the Honest Ad Act in 2017 which was meant to regulate 
campaign advertisements online considering Russian interference in the 2016 election.36 Another measure 
would be a campaign to show the public what could be considered a disinformation campaign, as well as 
the creation of a group to track disinformation flowing from Russia and to be ready to counter it at a 
moment’s notice. 

 There must be action that can help to get information on Russian disinformation efforts. One 
suggestion made by Christopher S. Chivvis is more interagency interaction and information sharing. This 
is because this strategy doesn’t just fall into the realms of the military but also the realms of the Intelli-
gence Community, State Department, and Treasury Department. It is necessary for these groups to coor-
dinate and create a strategy to counter Russia’s strategy.37 And it may be possible for these groups to 
work in a more proactive way. The U.S. could create a specialized team made up of military and intelli-
gence experts to keep track of Russian activity. This strategy pertains more to Russian cyber-attacks but 
can also work in countering disinformation. This team would specialize in specific groups and organiza-
tions connected to Russian intelligence agencies, as many of the campaigns come from these groups. They 
would have to be experts on these groups and be able to understand them and their tendencies as well as 
the techniques they use. This team would help in learning how to prevent Russian cyber attacks as well as 
possibly defeat Russian disinformation campaigns. 

 The second pillar of offense would be a campaign that would use similar tactics to what Russia has 
done in other countries but turning it on them. Much of this strategy would rely on the use of media. In 
NSDD 75, the Reagan National Security Council stressed the importance of exposing the difficulties 
within the Soviet Union and its empire and the prevention of allowing the USSR to gain the high ground 
in terms of ideas and morals.38 I believe a variation of this policy should be used in trying to target Russia: 
the U.S. must use its resources in this campaign. The U.S. should use the media to broadcast Russia’s 
wrongdoings as well and expose Russian blunders and problems within the country as well as get rid of 
Russia’s attempts to demonstrate plausible deniability. This campaign cannot be focused in the U.S.; it 
must target ordinary Russians because only they can create the change. In addition, an effort should be 
made to support independent Russian journalists by showing their work as well as making sure to spread 
their content throughout Russia to give it more exposure and possibly create the same unrest that Russia 
has attempted to create inside other countries. A further example of this could be found in the UK, where 
it was reported that the UK Foreign and Commonwealth Office sponsored news agencies such as Reuters 
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and the BBC to sponsor journalists and even YouTubers in Russia and Central Asia to cover events in 
Russia and possibly promote a pro-Western narrative and may have had a hand in the promotion of the 
Belarusian and Navalny protests.39 This could work in trying to create a counternarrative within Russia 
and weaken Russia’s ability to act with impunity, as it would have to deal with problems at home as well. 

 Then a final strategy would be to create more cooperation among our allies to try to counter Rus-
sia’s hybrid war strategy. With our allies in NATO, we must clearly define what is hybrid warfare as well 
as be able to determine when it is being used. Once this is done, it will be possible to react more easily to 
Russian efforts in the future. From this, we can formulate strategies on how to deal with Russian hybrid 
warfare through conventional and unconventional tactics such as performing our own information cam-
paign inside a targeted country through the usage of social media and news media as well as the possibil-
ity of thinking of conventional military strategies to combat Russian aggression such as trying to deal 
with Russian-inspired protests more effectively or even rebellions orchestrated by the Kremlin. One arti-
cle suggests making a military force composed of cyber experts, intelligence personnel, civilian-military 
relations personnel, and even special forces to combat Russian aims in all spectrums.40 

 

 Conclusion 

 Russian Strategy has evolved since the fall of the Soviet Union and has incorporated the technolo-
gies of the modern world to enhance tactics once used in previous centuries. Russia has demonstrated 
that it doesn’t have to use full-on conventional forces to complete its objectives and can use a small force 
of special forces or even advisors to fuel its goals in the near abroad. Though these tactics are not new, it 
is shocking how the Russian military apparatus has been able to use platforms like social media to per-
form its campaigns abroad and to support Russia’s military objectives through demoralizing its enemies 
as well as creating unrest inside what the Kremlin considers its targets. And it is even more worrying to 
see that Russia has the capability to use the power of the internet and computer technology to gather in-
formation and hack into infrastructure to make it inoperable and create mayhem. These tactics can create 
the end of our society, especially if left unchecked like in Ukraine. 

 It is possible to stop Russian aggression through cooperation with our allies and the creation of a 
new strategy to deal with Russian intervention through covert means. The only problem is the motivation 
to do so, but that doesn’t mean there hasn’t been any action taken. In 2019, The New York Times reported 
that the U.S. was placing computer code into Russian power grids to equalize the impact if Russia tried 
to take down U.S. infrastructure.41 In 2018, President Trump released a White House plan to create more 
learning for government workers in cyberspace and help prevent phishing campaigns.42 These are steps in 
the right direction, but more must be done to defend the U.S. from cyber attacks as well as to think of 
offensive actions that will affect Russia and help possibly to lower their capabilities. For all of this to hap-
pen, the U.S. government must find the resolve to put these policies and more into effect if we are to de-
feat this Russian strategy. And it could possibly help to prevent similar cases in the future towards our 
allies as well as us. 
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 The practice and art of spying have roots in 
the Western human experience since biblical times 
and certainly played an essential role in the found-
ing of the United States of America. Misinfor-
mation, propaganda, and influence operations, 
while currently tossed about in modern vernacular 
as if they were brand new concepts, have been es-
sential tools in the art of warfighting since the time 
of Sun Tzu. In a time when incorrect definitions of 
terms and misinterpretation of information are 
rampant, a book that steadily asserts proper defini-
tions understood properly within their context and 
history is an invaluable contribution. While there 
are many books that deal with the individual ele-
ments of American intelligence separately, the pre-
sent volume proves its usefulness in its concise, ade-
quately detailed overview of intelligence in Ameri-
ca; its history, its challenges, and the future it faces.  

 Spies, Lies, and Algorithms: The History and 
Future of American Intelligence by Amy B. Zegart be-
gins by introducing the author, the current state of 

American politics, and the Intelligence Community 
(IC), summing them up by way of proficiencies and 
deficiencies. Zegart candidly admits she is an aca-
demic, an outside observer to the world which she 
seeks to portray, and claims no intimate knowledge 
of the IC other than what she has gathered through 
her extensive research and collaborative projects 
with the IC. The current state of America is depict-
ed as overloaded with information and intercon-
nectivity to the point of being rife with conspiracy 
and no reliable ability for deciphering fact from 
fiction. The IC is of little help in this regard as it is 
secretive by nature and held hostage by burden-
some over-classification. Its silence and lack of pub-
lic engagement create further mistrust and conspir-
acy theories.  

 Such is the scene laid out by Zegart before 
then addressing the follow-up question: How did 
we get here? What follows is a clear history of 
American intelligence from George Washington to 
Donald Trump, hitting all the high points from 
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Benedict Arnold and Benjamin Franklin to Wild 
Bill Donovan and Aldrich Ames. Zegart weaves 
through American history, illuminating the found-
ing of the various agencies from the original mili-
tary intelligence divisions to the CIA, to the newly 
created Office of the Director of National Intelli-
gence (ODNI), extrapolating on the historical 
roots, legal precedents, and practical necessity for 
each firm.  

 A portrayal of a number of real-life intelli-
gence officers offers an unexpectedly poignant mo-
ment in the midst of the discussion of ethics and 
decision-making under duress. The very human 
conversations with actual intelligence professionals 
regarding their experience from their lifestyles as 
agents to the most meaningful moments in their 
careers highlight the sacrifice, duty, and humanity 
of people rarely seen or felt in the public sphere. As 
the book turns its focus to the darker days of the IC 
and the increasingly technological aspect of intelli-
gence, the deeply human moments stand out as re-
freshing and important.  

 The reminder of the good side of humanity 
is a good place to lead with, particularly as the next 
chapter delves into how and why people in the IC 
fail to make accurate predictions – at an alarmingly 
consistent rate. Those familiar with Sherman Kent 
and Phil Tetlock will recognize the seven biases and 
various methods developed by psychologists and IC 
specialists as attempts to avert such biases. Zegart 
also touches on the use of artificial intelligence as a 
potentially enormously helpful tool in cutting down 
information overload but maintains the primacy of 
human understanding and decision-making.  

 The issue of counterintelligence – what it is, 
what it is not, and why it is important – is handled 
in a particularly excellent fashion. Zegart dives into 

some of America’s most infamous moles and the 
extraordinary damage that was caused to American 
lives, political effectiveness, and morale by their 
exploits. Profiles of Robert Hanssen and Jonathan 
Pollard, Aldrich Ames, and Ana Montes are pre-
sented to the reader as examples of those who have 
spied for motives like money and ideology. Chelsea 
Manning and Edward Snowden exemplify the 
counterintelligence challenges that face the modern 
IC. Zegart points out that while Robert Hanssen 
caused untold damage by supplying the Soviets 
with 6,000 documents over the course of twenty 
years, Edward Snowden stole 1.5 million documents 
in the short course of 10 months. And that’s just the 
tip of the iceberg for current counterintelligence 
issues.  

 It is clear from Zegart’s overview of coun-
terintelligence that the “wilderness of mirrors” has 
only intensified in light of technological develop-
ment. Lest anyone think the dangers of the spy 
game are part of a bygone era, left on the ash heap 
of history with the likes of the Soviet Union, read-
ers are reminded of the 2011 uncovering of Ameri-
ca’s spy ring in China and its very human conse-
quences. As Zegart notes, “the lucky ones were im-
prisoned […] at least twenty were eventually execut-
ed. One was shot in the courtyard of a government 
building in China, right in front of his colleagues, 
just to make sure coworkers got the message.” It 
may come as news to many American readers that 
such events persist in the real world, that all spying 
has not yet moved entirely to the dark corners of 
the web, but the bodies of American assets in Chi-
na and the new stars on the wall at Langley prove 
that is, sadly, not the case.  

 In addition to the practical elements of spy-
ing and intelligence gathering, Zegart guides the 
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reader through the more mundane, yet highly im-
portant, aspects of intelligence – namely covert ac-
tion and congressional oversight. While hardly the 
most glamorous parts of the IC, the political and 
regulatory issues of having operational security and 
intelligence agencies in a democratic country must 
be addressed. Zegart does so succinctly and uses 
examples that make the topic engaging and coher-
ent. While it may not be as exciting as covert CIA 
operations, understanding who controls budgeting 
and oversight and what that means for the effec-
tiveness of American intelligence agencies is equally 
essential. In discussing covert action, Zegart illus-
trates the challenges between reconciling safety and 
secrecy, the public’s right to know and the presi-
dent’s right to exercise discretionary decision-
making in the name of American security – often a 
damned if you do, damned if you don’t scenario.  

 Ultimately, the book is a good tool for stu-
dents and professors of intelligence, national securi-
ty, or political science, as well as non-professionals 
who have an interest in the topic. Policymakers and 
practitioners will find the chapters on open-source 
intelligence and cyberthreats particularly illuminat-
ing. Cold Warriors will recognize in these chapters 
something they have always known: there is nothing 
new under the sun.  
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